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PowerShell Module Overview

Gladinet PowerShell module is one of the ways to consume the Gladinet Cloud Enterprise
User Management API. It packages the various APIs in to a PowerShell module, making it
easy to call the APIs via PowerShell scripts.

You can get the PowerShell module from Gladinet Support (support@gladinet.com)

Loading the PowerShell Module

You will do Import-Module GCEAutomation.dll to load the PowerShell module

(%] Windows PowerShell = =

> Import-Module .\GCEAutomation.dll

To test that the PowerShell module has been successfully loaded, you canissue command
Get-GceClientHello. Once you get the Hello back, the module is confirmed loaded.

(%] Windows PowerShell = B

> Import-Module .\GCEAutomation.d11
> Get-GeceClientHello

To test that the PowerShell module can talk to a remote Gladinet Cloud Enterprise server,
you can issue command Get-GceServerHello. When you get the server information back,
the server isreachable and itis OK to issue PowerShell commands to it.

&y Windows PowerShell ILIE-

Get-GceServerHell 2.1
@ namespace @http 9 amespace,/n.svc/helloworld @ aeef8314-f40a-4115-8393-9a04ddb125a0 @ 192.168.2.11
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Get-GceLogin

It takes 3 parameters.

1. First parameter isthe username,
2. Second parameter is the password
3. Third parameter is the Server Url.

When the login returns, you caninspect the result. When the Success field is True, you can
save away the result and the Cookie field will be used later.

) Windows PowerShell ILIE-

j BNezOw5 UIHYFC UcxRGCODm,/ e+M9X R6,/QbDrxQI0MFX7ad 2k] 3mr Koxawk+uSyVOMvc

Synopsis
Login to the system and get back security token.

Syntax

Get-GceLogin [-UserName] <String> [-Password] <String> [[-ServerUrl]

<String>] [<CommonParameters>]

Description

Most of the other functionsin the PowerShell CmdLet require a security token from the user. This

function login to the system and returns the user's security token.
Parameters

-UserName <String >

Tenantuser name for login. Most of the time it is email address.
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Required? True

Position? 0

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-Password <String >

Tenantuser password

Required? True

Position? 1

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-ServerUrl <String>

Remote server URL. Such as "http://192.168.0.1"

Required? False

Position? 2

Default value

Accept pipeline input? false

Accept wildcard characters? |False
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<CommonParameters>

Thiscmdlet supports the common parameters: Verbose, Debug,
ErrorAction, ErrorVariable, WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and OutVariable. For more information, see

about_CommonParameters (http://go.microsoft.com/fwlink/?LinkID=113216).

Inputs

Outputs

LoginResult

Theresult contains user cookie which can be used for other functions later.
Notes

Examples

Example 1 - Login to localhost

PS C:\> $login=Get-Gcelogin joel@gladinet.com dd http://localhost
PS D:\> $login
Cookie

kMJQRO9 /NrW-I-Uj £f7011YG+£zUZJINsmh 9J1rMgHt 2G1£drGUX7 14 P/NPbH/0cJ0xzz90hQKf r8
QfQZRUgFgQypr/x8Mm+HcsXhMd67VPil 6£Fj 70TQ

NSEndPoint : http://jerryhp9/namespace/n.svc/
LSEndPoint : http://localhost:8080/1localstor/n.svc/
RelayServer : Jerryhp9:8888

Hours : 4

User : user.SingleUser

PortalServer : http://jerryhp9/portal/
BrandingProductName : Jerry Drive

KeepCmdChannel : False

SupportSetLastModified : True

WCVersion
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ForceVersioned : False
Success : False
Reason

Context

Contextl

Related links

Get-GceTenants

Gets a list of tenants in the system.
It takes two parameters.

1. First Parameter isthe LoginToken.
2. Second Parameter is the ServerUrl

When it is successful, the Success fieldis True. The Tenants fieldis a list of Tenants.

) Windows PowerShell ILIE-

$tenants = Get-GceTenants $login.Cookie http://192.168.2.11
$tenants

= : {Joe, tenant, tenant, tenant...}
True

You can further inspect the tenants by looking into the Tenants field.
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s.Tenants

| Format-List

Windows PowerShell

You can also sent the Tenants to a GridView.

| By $tenants.Tenants | Out-GridView -8 x

I @

I Domainld Adminld Resellerld | FirstMame | LastMame | Email IsActivated | IsDeleted | Quota ‘ Quotalsed
2a3f49b8-a91e-4eb6-a165-f5db1cabbefe 0961d650-d280-49f5-8822-d933b3f63801 Joe Admin Jjoe@gladinet.com True False 0 66,737,520
efbebl2c-fdeD-43fc-8c7d-Te5bce2aT3da bca7c8bd-5571-42e4-97db-1a5ed0482{56 tenant 1 tenant1@gladinet.com  True False 1024 221379
4351d253-0ad8-4b56-8850-3387b3c8127a  29e46765-9927-414c-9ca3-3652028cd220 tenant 2 tenant2@gladinet.com  True False 1024 0
4591 3cde-2395-4fb1-a28c-1beldf33a261 30bb0e50-7a76-442d-8cab-fac3475b51d4 tenant 3 tenant3@gladinet.com  True Falze 1024 0 [
78efba36-e0e8-4c05-a672-0b030fc32f56  fedlcee-0cf3-40ea-a224-T0TTcbi24f5 tenant 4 tenantd@gladinet.com  True False 500 0 —
4248e07f-6002-429c-bfc2-d6cfTalabde2  26307046-9343-4cBc-220b-%ada52edlecs amazon user amazonl@gladinet.com True False 100 0
ef46053a-bcab-4611-91a3-3293b7acleeb  0adeb1c?-ffllc-43db-96f6-b663c261f337 rackspace 1 rack1@gladinet.com True False 100 0
03f08cc0-9b66-4267-0b4d-309728406b98  3d20ad50-e253-4b3b-959-b06atad38e7d D1 D1 d1@gladinet.com True Falsz 10 82,175

1] Advanced

$tenants.Tenan

= | out-Gridvi

Windows PowerShell

When you get the Tenants back, pay special attention to the Domainld field:

Domainld

: 4248e07f-600a-429c-bfc2-dbcf7a2abde?

This will be the TenantID for each tenant and it is different from tenant to tenant.
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Synopsis
Gets a list of all tenants in the system.

Syntax
Get-GceTenants [-LoginToken] <String> [[-ServerUrl] <String>]

[<CommonParameters>]

Description

Gets a list of all tenants in the system. The caller shall be the master admin who has enough privilege to

query the list of tenants.

Parameters

-LoginToken <String>

Logged in user's security token, which is returned as the Cookie field from Get-Gcelogin call.

Required? True

Position? 0

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-ServerUrl <String>

Theremote service URL.

Required? False

Position? 1
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Default value
Accept pipeline input? false

Accept wildcard characters? |False

<CommonParameters>

Thiscmdlet supports the common parameters: Verbose, Debug,
ErrorAction, ErrorVariable, WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and OutVariable. For more information, see

about_CommonParameters (http://go.microsoft.com/fwlink/?LinkID=113216).

Inputs

Outputs

EnumTenantsResult

When it is successful, the Success field is true. The tenants field contains a list of all tenants in system.
Notes

Thecaller's security token will need to have privilege to list tenants.

Examples

Example 1
PS C:\> PS D:\> Stenants = Get-GceTenants S$login.Cookie http://localhost

PS D:\> S$tenants

Tenants : {joe'cc, Jim, adam, c...}
Success : True

Reason

Context

Contextl
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PS D:\> S$tenants.Tenants[0]

DomainId
AdminId
ResellerId
FirstName
LastName
Email
IsActivated
IsDeleted
Quota
QuotaUsed
UserPlan
UserPlanUsed

PaypalProfileld

StorageProviderId :

Edition
Expire
ResellerName
PromoCode
LastCheck
TeamStatus
LastQuotaScan
AccountBi
Orgnization
IsBiz
IsPersonal
IsCloudStorage

ForceScan

Related links
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Get-GceTenantUsers
This function will get all the users in a specific tenant.

It takes 3 parameters.

1. First Parameter is TenantGuid (which isthe Domainld for each tenant)

2. Second Parameter is LoginToken (represent the user who isissuing the call)

3. Third Parameter is the ServerUr| (which GCE server to call)

Windows PowerShell

01/01,/2015 01:00:00 AM

enants | Out-

e
= Get-GceTenantUs ‘tenants.Tenants[0].DomainId $login.Cookie http://192.168.2

[= L=

When it is successful, the Success fieldis True. The UserList contains the list of users.

We can inspect the users.

Ly Windows PowerShell

: 0

: GCLOUD
: True

: True

: True

: True

-16C4-4B24-8FF7-2104142F0A47

eamFolderOwner

We can also sent the listto a GridView
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$users.UserList | Out-GridView

»

FirstName | LastName | Email LastVisit Created AssignedServer | UserGuid IsAdmin | IsGuest | TrialEndTime | IsActi ~
Joe Admin Jjoe@gladinet.com  6/26/2014 &:50:00 PM  6/20/2014 2:50:00 PM  $$LB$S 0061d650-d280-495-8822-d933b3163801  True False True
Test User 1 testuserl@hp.com  7/1/2014 11:13:57 AM - 7/1/2014 11:13:57 AM  $5LBSS 309194c3-eadf-40e3-bOfa-ebd(fcTeeb22  False Falze True
Test User 2 testuser2@hp.com  7/1/2014 11:13:57 AM - 7/1/2014 11:13:57 AM - $5LBSS fc3455b9-Tac4-44b4-0f10-f0528d 733435 False False True
Test User 3 testuser3@hp.com  7/1/2014 11:13:57 AM - 7/1/2014 11:13:57 AM - $5LBSS 1825c377-4ffd-474b-8325-736bf08526f8  False False True
Test User4 testuserd@hp.com  7/1/2014 11:13:57 AM  7/1/2014 11:13:57 AM  $$LBSS 54d72409-fc9e-4b7d-b546-b1bf4a11b6d9  False False True
Test User 3 testuser3@hp.com  7/1/2014 11:13:57 AM  7/1/2014 11:13:57 AM  $$LB$S 36189fbd-975a-43e3-9feb-c497c5foebd False False True
Test User & testuserb@hp.com  7/1/2014 11:13:57 AM  7/1/2014 11:13:57 AM  $5LBSS 27318104-2b54-46de-b8ed-e8d2ead79592  False False True
Test User 7 testuser7@hp.com  7/1/2014 11:13:57 AM  7/1/2014 11:13:57 AM  $5LBSS a323840e-e70f-4dd1-91f8-125376b17bee  False Falze True
Test User & testuser8@hp.com  7/1/2014 11:13:57 AM _ 7/1/2014 11:13:57 AM_ $§LB§S f5c0eecT-86f8-4ccc-0683-20d028%belc False False True
Test Usq ey Windows PowerShell
Test
Test
Tost
<
Advanced

Synopsis

3BF-16C4-4B24-8FF7

Return a list of users for a specific tenant.

Syntax

Get-GceTenantUsers

ServerUrl]

Description

Return a list of all users for a specific tenant. The tenant is specified as the GUID for the tenant. The

<String>]

[-TenantGuid]

5164142F0A47

<String> [-LoginToken] <String>

[<CommonParameters>]

GUID is the Domainld field for each tenant when you do a Get-GceTenants

Parameters

-TenantGuid <String >

Tenant GUID (Domainld)
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Required? True

Position? 0

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-LoginToken <String >

Logged in user's security token, which is returned as the Cookie field from Get-Gcelogin call.

Required? True

Position? 1

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-ServerUrl <String>

Theremote service URL.

Required? False

Position? 2

Default value

Accept pipeline input? false

Accept wildcard characters? |False
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<CommonParameters>

Thiscmdlet supports the common parameters: Verbose, Debug,
ErrorAction, ErrorVariable, WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and OutVariable. For more information, see

about_CommonParameters (http://go.microsoft.com/fwlink/?LinkID=113216).

Inputs

Outputs
EnumUserResult
When it is successful, the Success field is true. The UserList field contains a list of all users in the tenant.

Notes
Examples

Example 1
PS C:\> PS D:\> Susers = Get-GceTenantUsers "b633d35a-e8d2-4106-88eb-
cef6a67216d6" S$Slogin.Cookie http://localhost
PS D:\> Susers

UserlList : {joe'cc, joel, TestUser, TestUser...}
Success : True

Reason

Context

Contextl

PS D:\> Susers.UserList[0]

FirstName : joe'cc
LastName : admin'dd
Email : joe@gladinet.com
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LastVisit 11/10/2013 10:49:25 PM
Created 11/10/2013 5:49:25 PM
AssignedServer SSLBSS

UserGuid df2383d0-ee8f-4cf4-8575-ab7330bd73b1l
IsAdmin True

IsGuest False

TrialEndTime

IsActivated True

IsDeleted False

DomainId p633d35a-e8d2-4106-88eb-cef6a67216d6
IsRootAdmin True

Quota : 0

QuotaUsed 908226177

ProductType GCLOUD

HasStorage True

SnapshotBackup True

MountCloudStorage True

ReadRight

WriteRight

EnforceQuotaOnClient True

Edition

DeleteRight

ListRight

MemberOf

Description

Sid

IsADUser False

UserType 9379F3BF-16C4-4B24-8FF7-5164142F0A47
IsPersonalAccount False
DisableClientSideCache False

IsBizAccount False

Instanceld

ForceVersioned False

ForceOffline False

EncId

TeamFolderOwner False
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Related links

Get-GceTenantInfo

This function will return a specific tenant information.
It takes 3 parameters.

1. First Parameter is TenantGuid (This is the Domainld for the Tenant)

2. Second Parameter is LoginToken (This is the Login Token represent the user
making the call)

3. Third Parameter is ServerUrl (Thisis the GCE server)

In the following example, we saved away the Slogin.Cookie to Scookie and saved GCE
server url to Surl

PS C:\test> $tenant = Get-GceTenantInfo $tenantID $cookie Surl

P5 C:\test> $tenant

Tenants : {Mike}
Success : True
Reason

Context :
Contextl :

When itis successful, the Success fieldis True. The Tenants contains the only tenant in the
list.

We can inspect the tenant:
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P5 C:\test> $tenant.Tenants

DomainId z 63df25-bad9-489d-bfaa-475707c09b15
AdminId 801cf2-ab78-44al-9add-649c5ef5b33e
ResellerId

FirstName ike

LastName ee

Email joe@gladinet. com

IsActivated rue

IsDeleted alse

Quota

Quotalsed 1380

UserPlan

UserPlanUsed : 0

PaypalProfileld

S5torageProviderId : Default

Edition z

Expire = ‘07 /2016 09:00:00 PM

ResellerName E

We can also sent the listto a GridView

TeamStatus
LastQuotaScan
AccountBi
Orgnization

IsBiz 5
IsPersonal B <+ Add criteria ¥
IsCloudStorage =

FarceScan

1

S$tenant.Tenants | Out-GridView

| Domainkd Adminid Resellerld | FirstName | LastName | Email IsActivated | IsC
5863df25-bad9-489d-bfaa-475707c09b15  47801cf2-ab78-44a1-9add-649c5efab33e Mike Lee Jjoe@gladinet.com True Fal

est> $tenant.Tenants | Out-Gridview

t\test>

Synopsis
Return tenant information based on TenantID.

Syntax

Get-GceTenantInfo [-TenantGuid] <String> [-LoginToken] <String> [[-

ServerUrl] <String>] [<CommonParameters>]

Description

Return tenant information based on given TenantID. Each tenant is represented by a unique identifier in
the GUID format (Domainld).

Parameters

-TenantGuid <String >

Tenant GUID.

Required? True
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Position? 0

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-LoginToken <String >

User's security token for the caller of the function.

Required? True

Position? 1

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-ServerUrl <String>

Theremote service URL.

Required? False

Position? 2

Default value

Accept pipeline input? false

Accept wildcard characters? |False
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<CommonParameters>

Thiscmdlet supports the common parameters: Verbose, Debug,
ErrorAction, ErrorVariable, WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and OutVariable. For more information, see

about_CommonParameters (http://go.microsoft.com/fwlink/?LinkID=113216).

Inputs

Outputs
EnumTenantResults

Thefield Tenants contains a list with a single entry. The Single Entry is the tenant returned. Before

checking the tenant information, make sure the success property is true.

Notes
Examples

Example 1
PS C:\> PS D:\> S$Stenant = Get-GceTenantInfo "b633d35a-e8d2-4106-88eb-
cef6a67216d6" S$login.Cookie http://localhost
PS D:\> Stenant

Tenants : {Jjoe'cc}
Success : True
Reason

Context

Contextl

PS D:\> Stenant.Tenants[0]

DomainId : b633d35a-e8d2-4106-88eb-cef6ab7216d6
AdminId : df2383d0-ee8f-4cf4-8575-ab7330bd73bl

Page 36 of 120


http://go.microsoft.com/fwlink/?LinkID=113216

Copyright 2014 Gladinet

ResellerId

FirstName joe'cc

LastName admin'dd

Email joe@gladinet.com

IsActivated True

IsDeleted False

Quota 0

QuotaUsed 908226177

UserPlan 33

UserPlanUsed 0

PaypalProfileId

StorageProviderId : Default

Edition

Expire

ResellerName

PromoCode

LastCheck

TeamStatus

LastQuotaScan

AccountBi

Orgnization

IsBiz False

IsPersonal False

IsCloudStorage True

ForceScan False
Related links
Get-GceUserInfo

This function will return a specific user information by User ID.

It takes 3 parameters.
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First Parameter is UserGuid (Thisis the Unique Id for the user)

2. Second Parameter is LoginToken (Thisis the Login Token represent the user making
the call)

3. Third Parameter is ServerUrl (Thisis the GCE server)

PS C:\test> juser = Get-GeelserInfo $userid $cookie $url

PS C:\test> juser

FirstName : Mike
LastName :
Email

Success

Reason

Context

Contextl :

When it is successful, the Success fieldis True. If it is success it will return user’s first name,
last name and email.

Synopsis
Return a specific user's information by User's GUID.

Syntax
Get-GceUserInfo [-UserGuid] <String> [-LoginToken] <String> [[-

ServerUrl] <String>] [<CommonParameters>]

Description

This function returns user's information by User's GUID. The user's GUID is the UserGuid field for each

user when it is returned from the Get-GceTenantUsers.

Parameters

-UserGuid <String >

User GUID

Required? True
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Position? 0

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-LoginToken <String >

Logged in user's security token, which is returned as the Cookie field from Get-Gcelogin call.

Required? True

Position? 1

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-ServerUrl <String>

Theremote service URL.

Required? False

Position? 2

Default value

Accept pipeline input? false

Accept wildcard characters? |False
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<CommonParameters>

Thiscmdlet supports the common parameters: Verbose, Debug,
ErrorAction, ErrorVariable, WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and OutVariable. For more information, see

about_CommonParameters (http://go.microsoft.com/fwlink/?LinkID=113216).

Inputs

Outputs
QueryUserResult

When it is successful, the Success field is true. The result also return FirstName, LastName and Email.

Basically this is a UserGuid to User name and email look up.

Notes
Examples

Example 1
PS C:\> PS D:\> Suser = Get-GceUserInfo "df2383d0-ee8f-4cf4-8575-
ab7330bd73bl" $login.Cookie http://localhost
PS D:\> Suser

FirstName : joe'cc

LastName : admin'dd

Email : joe@gladinet.com
Success : True

Reason

Context

Contextl

Related links
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Get-GceUserIinfoByEmail

This function will return a specific user information by user email.
It takes 3 parameters.

First Parameter is Email (Thisis the user’s Email)

2. Second Parameter is LoginToken (Thisis the Login Token represent the user making
the call)

3. Third Parameter is ServerUrl (Thisis the GCE server)

P5 C:\test> $user = Get-GeelUserInfoByEmail "joeRgladinet.com” $cookie $url

PS C:\test> $user

User : user.S5inglelser
Success : True

Reason

Context =

Contextl :

When itis successful, the Success fieldis True. And also contains a field User which is user
information.

We can inspect the user:

PS5 C:\test> juser.user

FirstName

LastName B

Email : joe@gladinet.com
Lastvisit T 7/14/2014 3:11:23 AM
Created = 13/2014 8:11:23 PM
AssignedServer : 5%

UserGuid : 47801cf2-ab78-44al-9add-649c5ef5b33e
IsAdmin : True

IsGuest : False

TrialEndTime £

IsActivated : True

IsDeleted : False

DomainId : 5863df25-bad9-489d-bfaa-475707c09b15
IsRootAdmin : True

Quota B

Quotalsed

ProductType

HasStorage

SnapshotBackup

MountCloudStorage

ReadRight

wWriteRight

EnforceQuotadOnClient : True

Edition =

DeleteRight

ListRight

We can also sent the listto a GridView
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WriteRight : e _ o
EnforceQuotaOnClient  : True ey $useruser | Out-GridView

Edition B —
DeleteRight : Filter ®

ListRight E .
MemberQf B ¥ Add criteria >

Description
sid FirstName | LastName | Email LastVisit Created AssignedServer | UserGuid IsAdmin | IsGuest | TrialEndTi

Mike: Lee Jjoe@gladinet.com 7/14/2014 3:11:223 AM  7/13/2014 8:11:23 PM  §SLBSS 47801cf2-ab78-44a1-0add-649c5ef5b33e  True False
alAccount

DisableClientSideCache

IsBizAccount

er.user | Out-GridView

Synopsis
Return user information based on email address.

Syntax
Get-GceUserInfoByEmail [-Email] <String> [-LoginToken] <String> [[-

ServerUrl] <String>] [<CommonParameters>]

Description

Return user information based on email address. It will return detail of user information in a SingleUser

data structure.

Parameters

-Email <String>

User email address

Required? True
Position? 0
Default value

Accept pipeline input? false

Accept wildcard characters? |False

Page 42 of 120




Copyright 2014 Gladinet

-LoginToken <String >

Logged in user's security token, which is returned as the Cookie field from Get-Gcelogin call.

Required? True
Position? 1
Default value

Accept pipeline input? false

Accept wildcard characters? |False

-ServerUrl <String>

Theremote service address.

Required? False
Position? 2
Default value

Accept pipeline input? false

Accept wildcard characters? |False

<CommonParameters>

Thiscmdlet supports the common parameters: Verbose, Debug,
ErrorAction, ErrorVariable, WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and OutVariable. For more information, see

about_CommonParameters (http://go.microsoft.com/fwlink/?LinkID=113216).
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Inputs

Outputs
SingleUserResult

When it is successful, the Success field is true. The result also return an user object contains detail of

user information.

Notes
Examples

Example 1

Related links

Set-GceUserName

This function will update the user’s firstname and lastname based on UserGuid.
It takes 5 parameters.

First Parameter is UserGuid (Thisis the Unique Id for the user)
Second Parameter is FirstName (This is user firstname)
Third Parameter is LastName (This is user lastname)

s w e

Fourth Parameter is LoginToken (This isthe Login Token represent the user making
the call)

5. Fifth Parameteris ServerUrl (Thisis the GCE server)

=t> fresult = Set-GcelUserName $userGuid "Mike" "Lee" $cookie furl

st fresult

Success Reason Context Contextl

P5 C:\test> |

When it is successful, the Success fieldis True.
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Synopsis
This function will update user firstname and lastname based on UserGuid.

Syntax
Set-GceUserName [-UserGuid] <String> [-FirstName] <String> [-LastName]
<String> [-LoginToken] <String> [[-ServerUrl] <String>]

[<CommonParameters>]

Description

This function will update user firstname and lastname based on UserGuid. You can get the UserGuid by

Get-GceUserInfoByEmail.

Parameters

-UserGuid <String >

User GUID
Required? True
Position? 0

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-FirstName <String>

User first name.

Required? True

Position? 1
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Default value

Accept pipeline input? false

Accept wildcard characters? |False

-LastName <String>

User last name.

Required? True

Position? 2

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-LoginToken <String >

Logged in user's cookie.

Required? True

Position? 3

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-ServerUrl <String>

Theremote service address.
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Required? False
Position? 4
Default value

Accept pipeline input? false

Accept wildcard characters? |False

<CommonParameters>

Thiscmdlet supports the common parameters: Verbose, Debug,
ErrorAction, ErrorVariable, WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and OutVariable. For more information, see

about_CommonParameters (http://go.microsoft.com/fwlink/?LinkID=113216).

Inputs

Outputs
Result

When it is successful, the Success field is true.

Notes
Examples

Example 1
PS C:\> PS D:\> Sresult = Set-GceUserName "ab2990bl-601f-407a-8ael-
515e5d9a3047" "Bill" "Smith" $login.Cookie http://localhost
PS D:\> S$Sresult

Success Reason

Context Contextl

True
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Related links

Set-GceTenantUserPlan

This function will set the user plan for a specific tenant.
It takes 4 parameters.

First Parameter is TenantGuid (This is the Domainld for the Tenant)
Second Parameter is UserPlan (This is user plan, an ingeter)

3. Third Parameter is LoginToken (This is the Login Token represent the user making
the call)

4. Fourth Parameter is ServerUrl (Thisis the GCE server)

P5 C:\test» Set-GceTenantUserPlan $tenantID 30 3cookie Surl

Success Reason Context Contextl

When it is successful, the Success fieldis True.
Synopsis
This function will user quota for a specific tenant

Syntax

Set-GceTenantUserPlan [-TenantGuid] <String> [-UserPlan] <Int32> [-

LoginToken] <String> [[-ServerUrl] <String>] [<CommonParameters>]

Description

This function will user quota for a specific tenant. The tenant is represented by the passed in Tenantld.
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Parameters

-TenantGuid <String >

TenantGUID
Required? True
Position? 0

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-UserPlan </nt32>

How many users can be created by current tenant.

Required? True

Position? 1

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-LoginToken <String>

Logged in user's cookie.

Required? True

Position? 2
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Default value
Accept pipeline input? false

Accept wildcard characters? |False

-ServerUrl <String>

Theremote service address.

Required? False
Position? 3
Default value

Accept pipeline input? false

Accept wildcard characters? |False

<CommonParameters>

Thiscmdlet supports the common parameters: Verbose, Debug,
ErrorAction, ErrorVariable, WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and OutVariable. For more information, see

about_CommonParameters (http://go.microsoft.com/fwlink/?LinkID=113216).

Inputs

Outputs
Result

When it is successful, the Success field is true.
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Notes
Examples

Example 1
PS C:\> PS D:\> Sresult = Set-GceTenantUserPlan "d57eacl2-8485-4a59-
b74c-dea6d037ba83"™ 200 $login.Cookie http://localhost
PS D:\> Sresult

Success Reason

Context Contextl

True

Related links

Set-GceTenantStoragePlan

This function will set size (GB) of storage plan for a special tenant.
It takes 4 parameters.

First Parameter is TenantGuid (This is the Domainld for the Tenant)

2. Second Parameter is StoragePlanInGB (This is the size of Storage Plan)

3. Third Parameter is LoginToken (This is the Login Token represent the user making
the call)

4. Fourth Parameteris ServerUrl (Thisis the GCE server)

PS5 C:\test> Set-GceTenantStoragePlan $tenantID 100 $coockie Surl

Success Reason Context Contextl

When it is successful, the Success fieldis true.
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Synopsis
This function will update storage quota for a special tenant.

Syntax
Set-GceTenantStoragePlan [-TenantGuid] <String> [-StoragePlanInGB]
<Int32> [-LoginToken] <String> [[-ServerUrl] <String>]

[<CommonParameters>]

Description

This function will update storage quota for a special tenant. The tenant is represented by the Tenant ID
(Domainld)

Parameters

-TenantGuid <String >

TenantGUID
Required? True
Position? 0

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-StoragePlanInGB </nt32>

Size of storage space.

Required? True

Position? 1
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Default value

Accept pipeline input? false

Accept wildcard characters? |False

-LoginToken <String>

Logged in user's cookie.

Required? True

Position? 2

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-ServerUrl <String>

Theremote service address.

Required? False

Position? 3

Default value

Accept pipeline input? false

Accept wildcard characters? |False

<CommonParameters>

This cmdlet supports the common parameters: Verbose, Debug,

ErrorAction, ErrorVariable, WarningAction, WarningVariable,
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OutBuffer, PipelineVariable, and OutVariable. For more information, see

about_CommonParameters (http://go.microsoft.com/fwlink/?LinkID=113216).

Inputs

Outputs
Result

When it is successful, the Success field is true.

Notes
Examples

Example 1
PS C:\> PS D:\> S$result = Set-GceTenantStoragePlan "d57eacl2-8485-4a59-
b74c-dea6d037ba83™ 200 $login.Cookie http://localhost
PS D:\> Sresult

Success Reason

Context Contextl

True

Related links

Set-GceTenantAdminEmail

This function will update the admin user’s email address for a specific tenant.
It takes 4 parameters.

First Parameter is TenantGuid (This is the Domainld for the Tenant)

2. Second Parameter is AdminEmail (Thisis tenant email address)

3. Third Parameter is LoginToken (This is the Login Token represent the user making
the call)

4. Fourth Parameter is ServerUrl (Thisis the GCE server)
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P5 C:\test> Set-GceTenantAdminEmail $tenantID "joeigladinet.com” $cookie $url

Success Reason Context Contextl

When it is successful, the Success fieldis true.
Synopsis
Update email address for a specific tenant administrator

Syntax
Set-GceTenantAdminEmail [-TenantGuid] <String> [-AdminEmail] <String> [-

LoginToken] <String> [[-ServerUrl] <String>] [<CommonParameters>]

Description

Update email address for a specific tenant administrator. When success, the tenant administrator's email

address will be changed to the new email address.

Parameters

-TenantGuid <String >

TenantGUID
Required? True
Position? 0

Default value
Accept pipeline input? false

Accept wildcard characters? |False
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-AdminEmail <String >

The new email address for the tenant. When success, the tenant administrator's email address will be

changed to the new email address.

Required? True

Position? 1

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-LoginToken <String>

Logged in user's cookie.

Required? True

Position? 2

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-ServerUrl <String>

Theremote service address.

Required? False

Position? 3
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Default value
Accept pipeline input? false

Accept wildcard characters? |False

<CommonParameters>

Thiscmdlet supports the common parameters: Verbose, Debug,
ErrorAction, ErrorVariable, WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and OutVariable. For more information, see

about_CommonParameters (http://go.microsoft.com/fwlink/?LinkID=113216).

Inputs

Outputs
Result

When it is successful, the Success field is true.

Notes
Examples

Example 1
PS C:\> PS D:\> Sresult = Set-GceTenantAdminEmail "d57eacl2-8485-4a59-
b74c-dea6d037ba83" testl@gladinet.com $login.Cookie http://localhost
PS D:\> Sresult

Success Reason

Context Contextl

True

Related links
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New-GceUser

This function will create a new user under a specific tenant.
It takes 12 parameters.

First Parameter is TenantGuid (This is the Domainld for the Tenant)

Second Parameter is FirstName (This is the user’s firstname)

Third Parameter is LastName (This is the user’s lastname)

Fourth Parameter is Email (Thisisthe user’s email)

Fifth Parameter is Password (This is the user’s Password)

Sixth Parameter is StorageQuotalnGB (This is the size of Storage Quota)

Seventh Parameter is CreateDefaultDirectory (Boolean, This is the flag to identify if

N VA wWwNRE

create default forder structure)

8. Eighth Parameter is ForceVersionedRootFolder (Boolean, This is the flag to identify
if force use version for folder name)

9. Ninth Parameteris EnableOfflineFromRoot (Boolean, whether to enable Windows
client to make the folder offline starting from the root folder)

10.Tenth Parameter is SendWelcomeEmail (Boolean,ldentify if send out welcome
email)

11.Eleventh Parameter is LoginToken (This is the Login Token represent the user
making the call)

12. Twelfth Parameter is ServerUr| (This is the GCE server)

PS C:Y t> $user = New-GceUser $tenantID "Jeffry™ "Hunk" "JefferyBgladinet.com™ "dd™ 5 1 1 1 0 $cookie $url

P5 C:\test> $user

Guid : 18c731cd-f5T1-4663-a367-T82adefdas23
LapseSeconds : 0
Success : True

Reason
Context
Contextl

P5 C:\test>

When it is successful, the Success fieldis true. It also returns the new user’s GUID.
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Synopsis
Create a new user under a specific tenant.

Syntax
New-GceUser [-TenantGuid] <String> [-FirstName] <String> [-LastName]
<String> [-Email] <String> [-Password] <String> [-StorageQuotaInGB]
<Int64> [-CreateDefaultDirectory] <Boolean> [-ForceVersionedRootFolder]
<Boolean> [-EnableOfflineFromRoot] <Boolean> [-SendWelcomeEmail]
<Boolean> [-LoginToken] <String> [[-ServerUrl] <String>]

[<CommonParameters>]

Description

Create a new user. The new user will be under the specified tenant (one of the input parameter). The
user is a normal Gladinet user, not an imported Active Directory user. If you wantto importactive

directory user, please use Add-GceAdUserByUPNExinstead.

Parameters

-TenantGuid <String >
Tenant Guid, the new user will be under this tenant.
Required? True
Position? 0
Default value
Accept pipeline input? false

Accept wildcard characters? |False

-FirstName <String >

User's first name.
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Required? True

Position? 1

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-LastName <String>

User's last name.

Required? True

Position? 2

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-Email <String>

User's email address.

Required? True

Position? 3

Default value

Accept pipeline input? false

Accept wildcard characters? |False
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-Password <String >

User's password.

Required? True

Position? 4

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-StorageQuotalnGB </nt64 >

Thestorage quota (in GB) for the new user.

Required? True

Position? 5

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-CreateDefaultDirectory <Boolean>

If it is true , system will create default folder structure.

Required? True

Position? 6

Default value
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Accept pipeline input? false

Accept wildcard characters? |False

-ForceVersionedRootFolder <Boolean>

Thisis the flag to identify if every files will be versioned.

Required? True

Position? 7

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-EnableOfflineFromRoot <Boolean>

This flag identifies whether to allow user to fetch all the files for offline access from the root folder.

Required? True

Position? 8

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-SendWelcomeEmail <Boolean>

If set to true, system will send out a welcome email to user's email address.

Required? True
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Position? 9

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-LoginToken <String >

Logged in user's security token, which is returned as the Cookie field from Get-Gcelogin call.

Required? True

Position? 10

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-ServerUrl <String>

Theremote service URL.

Required? False

Position? 11

Default value

Accept pipeline input? false

Accept wildcard characters? |False
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<CommonParameters>

Thiscmdlet supports the common parameters: Verbose, Debug,
ErrorAction, ErrorVariable, WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and OutVariable. For more information, see

about_CommonParameters (http://go.microsoft.com/fwlink/?LinkID=113216).

Inputs

Outputs
GuidResult
When it is successful, the Successfield is true. The GUID field contains new User GUID (UserGuid).

Notes
Examples

Example 1
PS C:\> PS D:\> Stenantid

Guid : d1£f45759-2386-429e-aa9f-560307354d1f
LapseSeconds : 0

Success : True

Reason

Context

Contextl

PS D:\> S$newuserid = New-GceUser "dl1£f45759-2386-429e-aa9f-560307354d1f"
"Acme" "Userl" "acmeuserl@gladinet.com" "passwordl" 10 0 0 0 O
$login.Cookie http://loca

lhost

PS D:\> Snewuserid
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Guid : 59434cc3-ee3a-4b19-ala8-9b99fb374cdc
LapseSeconds : 0

Success : True

Reason

Context

Contextl

Related links

Reset-GceUserPassword

This function will reset the user’s password based on email address.
It takes 4 parameters.

First Parameter is UserEmail (This is user’s email address)
Second Parameter is Password (Thisis the new password)

3. Third Parameter is LoginToken (This is the Login Token represent the user making
the call)

4. Fourth Parameter is ServerUrl (Thisis the GCE server)

PS5 C:\test» Reset-GcelUserPassword "jeffery@gladinet.com” "dddd" $cookie Surl

Success Reason Context Contextl

When it is successful, the Success field is true.
Synopsis
Reset a specific user's password

Syntax
Reset-GceUserPassword [-UserEmail] <String> [-Password] <String> [-

LoginToken] <String> [[-ServerUrl] <String>] [<CommonParameters>]

Page 65 of 120



Copyright 2014 Gladinet

Description
Reset a specific user's password. Theinput will be the user's email and the new password to be used.

Parameters

-UserEmail <String>

User email address

Required? True

Position? 0

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-Password <String >

User's new password

Required? True

Position? 1

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-LoginToken <String>

Logged in user's cookie.
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Required? True
Position? 2
Default value

Accept pipeline input? false

Accept wildcard characters? |False

-ServerUrl <String>

Theremote service URL.

Required? False
Position? 3
Default value

Accept pipeline input? false

Accept wildcard characters? |False

<CommonParameters>

Thiscmdlet supports the common parameters: Verbose, Debug,
ErrorAction, ErrorVariable, WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and OutVariable. For more information, see

about_CommonParameters (http://go.microsoft.com/fwlink/?LinkID=113216).

Inputs

Outputs
Result

When it is successful, the Success field is true.

Page 67 of 120


http://go.microsoft.com/fwlink/?LinkID=113216

Copyright 2014 Gladinet

Notes
Examples

Example 1
PS C:\> PS D:\> S$result = Reset-GceUserPassword joe@gladinet.com
passwordl $login.Cookie http://localhost
PS D:\> Sresult

Success Reason

Context Contextl

True

Related links

Remove-GceUser

This function will delete an existing user based on UserGuid.
It takes 4 parameters.

First Parameter is UserGuid (Thisis user GUID)

2. Second Parameter is PurgeStorage (This is identify if delete user data after delete
user)

3. Third Parameter is LoginToken (This is the Login Token represent the user making
the call)

4. Fourth Parameter is ServerUrl (Thisis the GCE server)

P5 C:\test> Remove-Gcelser $user.Guid 1 $coockie furl

Success Reason Context Contextl

When it is successful, the Success fieldis true.
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Synopsis
Remove an existing user.

Syntax
Remove-GceUser [-UserGuid] <String> [-PurgeStorage] <Boolean> [-

LoginToken] <String> [[-ServerUrl] <String>] [<CommonParameters>]

Description
Remove an existing user.

Parameters

-UserGuid <String >

User GUID
Required? True
Position? 0

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-PurgeStorage <Boolean>

If it is set to true it will schedule deletion of user's data.

Required? True

Position? 1

Default value
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Accept pipeline input? false

Accept wildcard characters? |False

-LoginToken <String >

Logged in user's cookie.

Required? True

Position? 2

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-ServerUrl <String >

Theremote service address.

Required? False

Position? 3

Default value

Accept pipeline input? false

Accept wildcard characters? |False

<CommonParameters>

Thiscmdlet supports the common parameters: Verbose, Debug,

ErrorAction, ErrorVariable, WarningAction, WarningVariable,
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OutBuffer, PipelineVariable, and OutVariable. For more information, see

about_CommonParameters (http://go.microsoft.com/fwlink/?LinkID=113216).

Inputs

Outputs
Result
When it is successful, the Success field is true.

Notes
Examples

Example 1
PS C:\> PS D:\> Sresult = Remove-GceUser "59434cc3-ee3a-4bl19-ala8-
9b99fb374c4c" 0 $login.Cookie http://localhost
PS D:\> Sresult

Success Reason

Context Contextl

True

Related links

Remove-GceTenant

This function will delete a specific tenant based on tenant GUID.
It takes 3 parameters.

First Parameter is TenantGuid (This is the Domainld for the Tenant)
Second Parameter is LoginToken (Thisis the Login Token represent the user making
the call)

3. Third Parameter is ServerUrl (Thisis the GCE server)

Page 71 of 120


http://go.microsoft.com/fwlink/?LinkID=113216

Copyright 2014 Gladinet

P5 C:\test> Remove-GceTenant $tenant.Guid $cookie Surl

Success Reason Context Contextl

PS C:\tests

When it is successful, the Success fieldis true.
Synopsis
Remove an existing tenant.

Syntax
Remove-GceTenant [-TenantGuid] <String> [-LoginToken] <String> [[-

ServerUrl] <String>] [<CommonParameters>]

Description

Remove an existing tenant. The tenant is specified by the TenantID (Domainld), a GUID represent the

tenant.

Parameters

-TenantGuid <String >

TenantGUID
Required? True
Position? 0

Default value
Accept pipeline input? false

Accept wildcard characters? |False
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-LoginToken <String >

Logged in user's cookie.

Required? True
Position? 1
Default value

Accept pipeline input? false

Accept wildcard characters? |False

-ServerUrl <String>

Theremote service address.

Required? False
Position? 2
Default value

Accept pipeline input? false

Accept wildcard characters? |False

<CommonParameters>

Thiscmdlet supports the common parameters: Verbose, Debug,
ErrorAction, ErrorVariable, WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and OutVariable. For more information, see

about_CommonParameters (http://go.microsoft.com/fwlink/?LinkID=113216).
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Inputs

Outputs
Result

When it is successful, the Successfield is true.

Notes
Examples

Example 1
PS C:\> PS D:\> Sresult = Remove-GceTenant "dl1f45759-2386-429%-aad%f-
560307354d1f" $login.Cookie http://localhost
PS D:\> Sresult

Success Reason

Context Contextl

True

Related links

Set-GceTenantAdminRights

This function will set the rights for a specific tenant.
It takes 8 parameters.

First Parameter is TenantGuid (This is the Domainld for the Tenant)

2. Second Parameteris TeamAttachExternalStorage (Boolean, allow current tenant to
attach additional storage)

3. Third Parameter is TeamEditLDAPSetting (Boolean, allow current tenant edit LDAP
setting)

4. Fourth Parameter is TeamViewGroupPolicy (Boolean, whether the tenant can view
Group Policy page)
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5. Fifth Parameter is TeamEditAdmininfo (Boolean, whether the tenant can edit
tenant Administrator’s information)

6. Sixth Parameter is TeamEditBranding (Boolean, whether the tenant can edit
branding information)

7. Seventh Parameter is is LoginToken (This is the Login Token represent the user
making the call)

8. Eighth Parameter is ServerUrl (This is the GCE server)

P5 C:\test> Set-GceTenantAdminRights $tenant.Guid 1 0 0 1 1 $cookie $url

User =
Success : True
Reason

Context :
Contextl :

When it is successful, the Success fieldis true.

Set-GceTenantAdminRightsEx

This function will set the rights for a specific tenant.
It takes 10 parameters.

1. First Parameter is TenantGuid (This is the Domainld for the Tenant)

2. Second Parameter is TeamAttachExternalStorage (Whether the tenant can attach
additional storage)

3. Third Parameteris TeamEditLDAPSetting (whether the current tenant can edit LDAP
setting)

4. Fourth Parameter is TeamViewGroupPolicy (whether the tenant can view group
policy)

5. Fifth Parameter is TeamEditAdmininfo (whether the tenant can edit tenant
Administrator’s information)

6. Sixth Parameter is TeamEditBranding (whether allow edit branding information)

7. Seventh Parameter is ForceVersioned (whether to force tenant’s root folder to be
versioned folder)

8. Eighth Parameter is AllowGuest (whether allow tenant to add guest user account)
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9. Ninth Parameter is LoginToken (This is the Login Token represent the user making
the call)
10. Tenth Parameter is ServerUrl (This is the GCE server)

P5 C:\test> Set-GceTenantAdminRightsEx $tenant.Guid 1 0 01 1 1 1 $coockie $url

User

Success : True
Reason

Context :
Contextl :

When it is successful, the Success field is true.

Set-GceTenantExpirationTime

This function will set the expiration time for a specific tenant.
It takes 4 parameters.

1. First Parameter is TenantGuid (This is the Domainld for the Tenant)

2. Second Parameter is ExpirationTime (This is current tenant expiration time. Format
is “MM/DD/YYYY HH:mm:SS”)

3. Third Parameter is LoginToken (This is the Login Token represent the user making
the call)

4. Fourth Parameter is ServerUrl (Thisis the GCE server)

Contextl

When it is successful, the Success fieldis true.

Set-GceTenantStorageConfig

This function will set the storage configuration for a specific tenant.
It takes 4 parameters.

1. First Parameter is TenantGuid (This is the Domainld for the Tenant)
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2. Second Parameter is StorageConfig (This is base64 encoded string for storage
configuration, you can get back the configuration string by the helper function such
as Get-GcelocalStorageConfig)

3. Third Parameter is LoginToken (This is the Login Token represent the user making
the call)

4. Fourth Parameter is ServerUrl (Thisis the GCE server)

P5 C:\test> $localConfig = Get-GcelocalStorageConfig "c:\storage" "test™ "test" 1 0

P5 C:\test> $localConfig

PD94bWwgdmVyc2 Tvbj 0iM54wI1B1bmNvZ G1uZ 201 dXRmL TgiPz4 8U3RvemFnZUR T c2NyaXBOb3I+PEShbWU+5G9tZ SETdGIyYWd 1 PCO0YW1 1P xHdW1 kP jQxZWQ2YzI2LWQ1Z
JgtNDIOZ 11hMzExL W] 1 NGZmODgxNDE 1 NTwvR3VpZ D4 8RWS kcGIpbnQ+aHROcDovL 2xvY2FsaGIzdDo4MDgwl 2ds YWRmawx 1 c 37yl 2Yuc3Z jLzwvRWS kcG9pbnQ+PFN1 cnZpY2
VUexB1Pjk8LINI cnZpY2VUeXB1Pj xRAWI0YT4wPCIRAWI0Y T4 8RXhwaX] 1PjkSOTKEMTItMZEGM JMENTKENT 1aPC9F eHBpcmU+PES hbWVEbGThcyAvP jxVC2Vy THFtZ T3 0ZXN
OPCOVC2VyTmFtZ T48U2V]cmV052V5PnR1c308LINTY311dELT eT48QnV] a2VOIC8+PEF]Y2VzclBvaWs 0PmMEXHNOb31hZ 2UBLOF JY2VzclBvaWs 0P xUcnVIRWS jcn TwdGTv
b3j57VHI1ZX08L 1Ry dwVFbmNyeXB0aWouP jwvU3RvemFnZ URTc2NyaXB0ob3 I+

P5 C:\test> Set-GceTenantStorageConfig $tenant.Guid $localConfig $cookie Surl

Success Reason Context Contextl

PS5 C:\test= |

When it is successful, the Success fieldis true.

New-GceTenant

This function will create a new tenant. You will need to get the storage configuration string
ready first, which can be generated by helper functions such as Get-
GcelocalStorageConfig , Get-GceAmazonSotrageConfig or Get-
GceOpenStackStorageConfig.

It takes 11 parameters.

First Parameter is OrgName (This is the Organization name)
Second Parameter is FirstName (This is tenant firstname)
Third Parameter is LastName (This is tenant lastname)

Fourth Parameter is AdminEmail (This is tenant email address)
Fifth Parameter is AdminPassword (This is tenant password)
Sixth Parameter is UserPlan (This is tenant user plan)

Seventh Parameter is StoragePlan (This is size of storage plan)

© N o Uk wN e

Eighth Parameter is ExpirationTime (This is tenant expiration time)
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9. Ninth Parameter is StorageConfigure (Thisis base64 encoded storage configuration
string)

10. Tenth Parameter is LoginToken (This is the Login Token represent the user making
the call)

11.Eleventh Parameter is ServerUr| (This is the GCE server)

PS5 C:\test> $localConfig = Get-GceLocalStorageConfig “c:\storage"” "test" "test” 1 0

P5 C:\test> $localConfig
PD94bWwgdmVyc21vbj0iMS4wI1B1bmNvZG1uZ 204 dXRmLTg1 Pz4 8U3RvemFnZUR T c2MyaXB0b3I+PEShbWU+5G9tZ SETAGIyYWd1 PCI0YWL TP xHdW1 kP jQxZWQ2YzI2LWQ1Z
JgtNDIOZ i1hMzExLWJiNGZmODgxNDB 1 NTwwR3VpZ D4 BRWS5 kcGIpbnQ+aHROcDovL 2xvY2F s aG9zdDo4MDgwl 2ds YWRmakx 1 c3ZyL 2Yuc3ZjL zwvRW5 kcGIpbnQ+PFNTcnZ py2
VUeXB1Pjk3L1IN1cnZpY2VUeXB1PjxRdWI0YT4wPC IRAWIOYT48RXhwaX]1 1Pjk50TKtMTItMzEgM jMENTKENT 1aPC9FeHBpcmU+PEShbWVBbG T hcyAvP jxVC2Vy TmFtZ TS 0ZXN
OPCOVC2VyTmFtZ T4 BU2V] cmV0S2V5PnR1c3Q8LINTY3J1dEL 1eT480nV] a2VOIC8+PEFjY2VzclBvaWs 0PmMEXHNOb31hZ 2UBLOF jY2VzclBvaWs 0P xUcnVIRWS JenTwdGv
b357VHI1ZX08L1 Ry dwWVFbmMNyeXB0aWsuP jwvl3RvemFnZ URT c2MyaXB0b3 I+

P5 C:\test> $tenant = New-GceTenant "Gladinet” "Mark" "Delin" "mark@gladinet.com™ "dd" 3 1 "01/01/2015" $localConfig $cookie $url

P5 C:\test> $tenant

Guid : 1febafed-3c49-4c76-8a47-b823eb4785c5
LapseSeconds : O

Success : True

Reason :

Context

Contextl

P5 C:\test>

When it is successful, the Success field is true. It also return user tenant’s GUID.
Synopsis
Create new tenant

Syntax

New-GceTenant [[-OrgName] <String>] [-FirstName] <String> [-LastName]
<String> [-AdminEmail] <String> [-AdminPassword] <String> [-UserPlan]
<Int32> [-StoragePlan] <Int32> [-ExpirationTime] <String> [-
StorageConfigure] <String> [-LoginToken] <String> [[-ServerUrl]

<String>] [<CommonParameters>]

Description

This function will create a new tenant. You can specify the initial configuration parameters for the new

tenant.
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Parameters

-OrgName <String >

Organization name.

Required? False

Position? 0

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-FirstName <String>

Tenant administrator's first name.

Required? True

Position? 1

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-LastName <String>

Tenantadministrator's last name.

Required? True

Position? 2
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Default value

Accept pipeline input? false

Accept wildcard characters? |False

-AdminEmail <String >

Email address of tenant administrator. It will be used for login username.

Required? True

Position? 3

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-AdminPassword <String>

Password of tenant administrator

Required? True

Position? 4

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-UserPlan </nt32>

Number of users the tenant can have.
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Required? True
Position? 5
Default value

Accept pipeline input? false

Accept wildcard characters? |False

-StoragePlan </nt32>

The Storage Quota (in GB) to be allocated to the tenant

Required? True
Position? 6
Default value

Accept pipeline input? false

Accept wildcard characters? |False

-ExpirationTime <String >

Expiration Time. Theformatis "MM/DD/YYYY HH:mm:SS". It can also be a normal .NET datetime format
suchas

PS D:\> [System.DateTime]::Now

Thursday, July 31, 2014 12:30:55 PM

PS D:\> [System.DateTime]::MaxValue

Friday, December 31, 9999 11:59:59 PM
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Required? True

Position? 7

Default value

Accept pipeline input? false

Accept wildcard characters? |True

-StorageConfigure <String>

A base64 encoded string that contains storage configuration.

Required? True

Position? 8

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-LoginToken <String >

Logged in user's security token, which is returned as the Cookie field from Get-Gcelogin call.

Required? True

Position? 9

Default value

Accept pipeline input? false

Accept wildcard characters? |False
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-ServerUrl <String>

Theremote service URL.

Required? False
Position? 10
Default value

Accept pipeline input? false

Accept wildcard characters? |False

<CommonParameters>

This cmdlet supports the common parameters: Verbose, Debug,
ErrorAction, ErrorVariable, WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and OutVariable. For more information, see

about_CommonParameters (http://go.microsoft.com/fwlink/?LinklD=113216).

Inputs

Outputs

GuidResult

When it is successful, the Success field is true. The GUID field contains new tenant ID (Domainld).
Notes

When setting the tenant's storage configuration, need to make sure the folder, or containeror bucket

exist before the call.

Examples

Example 1
PS C:\> PS D:\> S$storagecfg = Get-GceLocalStorageConfig "e:\storage"
"gladuser" "passwordl23" 0 O

Page 83 of 120


http://go.microsoft.com/fwlink/?LinkID=113216

Copyright 2014 Gladinet

PS D:\> S$storagecfqg
PD9%4bWwgdmVyc21lvbj0iMS4wIiBlbmNvZGluZz01idXRmLTgi Pz48U3RvcmFnZUR]L c2NyaXB0
b3I+PEShbWU+SG9t ZSBTAG 9y YWA1 PCO0YW11 Py xHAW1kPjQxZWQ2YZI2IWQ1 ZJ gt NDIOZi 1h
MzExILWJ1iNGZmODg

xXNDBINTwvR3VpZD4 8RW5 kcG9pbnQ+aHROcDovL2xvY 2F saG9zdDo4MDgwL2dsYWRmaWx 1c 37
yL2Yuc3ZjLzwvRW5 kcGOpbnQ+PEN1cnZpY2VUeXB1Pjk8L1IN1cnZpY2VUeXB1PjxRAWI0Y T4
wPCIORAWO0YT4 8RX

hwaxJ1Pj k50T ktMT ItMzEgMjM6NT k6NT 1aPC 9FeHBp cmU+ PE ShbWVBLG lheyAv Py xVe2Vy Tm
FtZT5nbGFkdXN1cjwvVXNLckS5hbWU+PFN1Y3J1dEt1eT5wYXNzd2 9y ZDEyMzwvU2V]jcmV0 S2
V5P xCAWNr ZXQgL

z4 8QWNJZXNzUGIpbnQ+ZTpcc3RvemEnZ TwvQWNjZXNzUGIpbnQ+PERhAGFBAFJ 1c3RFomNye
XB0aWOuPmZhbHN1PCIOEYXRhQXRSZXNORWS jcnlwdGlvbj48L1INOb3JhZ2VEZXNjcmlwdG9yP
g==

PS D:\> Stenantid = New-GceTenant "ACME2 Corp" "Joe" "Johnson"
"joejohn@gladinet.com" "passwordl™ 10 100 "Friday, December 31, 9999
11:59:59 PM" Sstoragecfg $lo

gin.Cookie http://localhost

PS D:\> S$tenantid

Guid : d1£f45759-2386-429e-aa9f-560307354d1f
LapseSeconds : 0

Success : True

Reason

Context

Contextl

Related links

Add-GceAdUserByUPN

This function will importan AD user under a specific tenant by UPN (User-Principal-Name).
It takes 5 parameters.
1. First Parameter is UserUPN (This is AD UPN for a special user)
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2. Second Parameter is StoragePlan (This is the size of storage plan)

3. Third Parameter is StorageConfigure (This is base64 encoded storage configuration
string)

4. Fourth Parameteris LoginToken (This is the Login Token represent the user making
the call)

5. Fifth Parameteris ServerUrl (Thisis the GCE server)

Add-GceAdUserByUPNEXx

This function will import an AD user under a specific tenant by UPN.
It takes 7 parameters.

First Parameter is UserUPN (This is AD UPN for a special user)

Second Parameter is StoragePlan (This is the size of storage plan)

Third Parameter is ForceVersioned (Force version folder from root)
Fourth Parameter is EnableOffline (Enable User’s folder offline from root)

v ke

Fifth Parameter is StorageConfigure (This is base64 encoded storage configuration

string)

6. Sixth Parameter is LoginToken (This is the Login Token represent the user making
the call)

7. Seventh Parameteris ServerUrl (Thisis the GCE server)

Synopsis

Add team user from Active Directory by UPN, with two additional flags - ForceVersioned and
EnableOffline.

Syntax
Add-GceAdUserByUPNEx [-UserUPN] <String> [-StoragePlan] <Int32> [-
ForceVersioned] <Boolean> [-EnableOffline] <Boolean> [-StorageConfigure]
<String> [-LoginToken] <String> [[-ServerUrl] <String>]

[<CommonParameters>]
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Description

Add an active directory user to a tenant. The active directory user is specified by the User-Principal-

Name.

Thisis an enhanced version of Add-GceAdUserByUPN, with two additional flags, ForceVersioned and
EnableOffline.

Parameters

-UserUPN <String >

User's UPN in the Active Directory.

Required? True
Position? 0
Default value

Accept pipeline input? false

Accept wildcard characters? |False

-StoragePlan </nt32>

Storage plan for added user, how many users can be created.

Required? True
Position? 1
Default value

Accept pipeline input? false

Accept wildcard characters? |False
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-ForceVersioned <Boolean>

If set ForceVersioned to ture, the structure of storage folder will be versioned.

Required? True
Position? 2
Default value

Accept pipeline input? false

Accept wildcard characters? |False

-EnableOffline <Boolean>

Enable user offline.

Required? True
Position? 3
Default value

Accept pipeline input? false

Accept wildcard characters? |False

-StorageConfigure <String>

Storage configuration string, it is a base64 encoded string. You can use storage configuration helper
function to get back the string. Such as Get-GcelLocalConfigration. If the storage configuration isempty,

the imported user will be allocated a default storage location.

Required? True

Position? 4
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Default value

Accept pipeline input? false

Accept wildcard characters? |False

-LoginToken <String>

Logged in user's cookie.

Required? True

Position? 5

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-ServerUrl <String>

Theremote service address.

Required? False

Position? 6

Default value

Accept pipeline input? false

Accept wildcard characters? |False

<CommonParameters>

This cmdlet supports the common parameters: Verbose, Debug,

ErrorAction, ErrorVariable, WarningAction, WarningVariable,
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OutBuffer, PipelineVariable, and OutVariable. For more information, see

about_CommonParameters (http://go.microsoft.com/fwlink/?LinkID=113216).

Inputs

Outputs
GuidResult

Return the GuidResult. GuidResult inherits from Result with an additional Guid property. If it is

successful, the Guid is new user's unique identifier in a GUID format.

Notes

The tenant must have Active Directory setup and sufficient permission to access Active Directory.

Examples

Example 1
PS C:\> PS C:\test> $login = Get-GceLogin tenantl@gladinet.com dddddddd
http://192.168.2.11
PS C:\test> $login

Cookie
VgcUOOT3pdx1BEXFOQgHZvOTYebnTpo/wmbDn2djL2cW5ugu8 5rwt GtEcpzov Woy+urgTodgQ
Oeupja/Af44dcgf0gRQCar

gGeXMBmhW45TTQqy6q
NSEndPoint : http://192.168.2.11/namespace/n.svc/
LSEndPoint : http://localhost:8080/localstor/n.svc/
RelayServer
Hours : 4
User : user.SingleUser
PortalServer : http://192.168.2.11/portal/
BrandingProductName : Jerry Drive
KeepCmdChannel : False

SupportSetLastModified : True
WCVersion : 5.6.1264.29612
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ForceVersioned : False
Success : False
Reason

Context

Contextl

PS C:\test> Suserid = Add-GceAdUserByUPNEx tle7@tsys.gladinet.com 10 0 0
"" $Slogin.Cookie http://192.168.2.11
PS C:\test> Suserid

Guid : 3207e31b-417e-4101-8017-acd82842c516
LapseSeconds : 0

Success : True

Reason

Context

Contextl

Related links

Set-GceUserStoragePlanGB

This function will update the storage plan for specific user.

It takes 4 parameters.

First Parameter is UserID (This is user Guid)
Second Parameter is GBCount (This s size of storage plan)

3. Third Parameter is LoginToken (This is the Login Token represent the user making
the call)

4. Fourth Parameter is ServerUrl (Thisis the GCE server)

P5 C:\test= Set-GcelUserStoragePlanGE SuserGuid 1024 $cookie $url

Success Reason Context Contextl
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When it is successful, the Success fieldis true.
Synopsis
This function will update the storage plan for specific user.

Syntax
Set-GceUserStoragePlanGB [-UserID] <String> [-GBCount] <Int64> [-

LoginToken] <String> [[-ServerUrl] <String>] [<CommonParameters>]

Description

This function will update the storage plan for specific user. The storage plan is measured in GB

Parameters

-UserID <String>

User GUID
Required? True
Position? 0

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-GBCount </nt64>

Storage Quota in GB

Required? True

Position? 1
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Default value

Accept pipeline input? false

Accept wildcard characters? |False

-LoginToken <String>

Logged in user's cookie.

Required? True

Position? 2

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-ServerUrl <String>

Theremote service address.

Required? False

Position? 3

Default value

Accept pipeline input? false

Accept wildcard characters? |False

<CommonParameters>

This cmdlet supports the common parameters: Verbose, Debug,

ErrorAction, ErrorVariable, WarningAction, WarningVariable,
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OutBuffer, PipelineVariable, and OutVariable. For more information, see

about_CommonParameters (http://go.microsoft.com/fwlink/?LinkID=113216).

Inputs

Outputs
Result
When it is successful, the Success field is true.

Notes
Examples

Example 1
PS C:\> PS D:\> S$result = Set-GceUserStoragePlanGB "ab2990bl-601f-407a-
8ael-515e5d9%9a3047" 50 $login.Cookie http://localhost
PS D:\> Sresult

Success Reason

Context Contextl

True

Related links

Set-GceUserStorageConfig

This function will update the storage configuration for a specific user.
It takes 4 parameters.

First Parameter is UserlID (This is user GUID)

2. Second Parameter is StorageConfigure (This is base64 encoded storage
configuration string)

3. Third Parameter is LoginToken (This is the Login Token represent the user making
the call)
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4. Fourth Parameter is ServerUrl (Thisis the GCE server)

-~ $localConfig = Get-GecelocalStorageConfig “"c:'\storage"” "test" "test” 1 0

hZtest> $localConfig
PD94 bWwg dm\.l'ycz'l vbj0iMS4wI1B1bmNvZ GTuZ 201 dXRmL Tgi Pz4 BU3RvemFnZ UR T c2MyaXB0b3I+PEShbWU+5G9tZ SETdGIyYWd1 PCI0YW11 F‘] xHdW1kPjQxZWQ2YZI2LWQ
17 jgtNDIOZ 1 1hMzExL W11 NGZmODgxNDE 1 NTwvR 3VpZ D4 8RWS kcG9pbnQ+aHROcDovl 2xvY2F s aG9zdDodMDgwl 2d=YWRmaWx 1 c3Z vl 2Yuc3Z jLzwwRWS kcGpbnQ+PFN1cn
UeXB1Pjk8L1NTcnZpY2VUeXB 1P jxRdWI0YT4wPCIRAWIOYT4B8RXhwaX11 F‘:I k50TktMTItMzEgM JMENTENT 1aPC9FeHBpcmUH+-PES hbBWVBbGThoyAvP jxVc2V: miFtZ
NOPCOVC2VyTmFEZT48U2V] cmV052V5PnR1c3Q8L1NTY311dEL 1 eT48QnV] a2VOIC8+PEF]Y2Vzc1Evaws 0PmMEXHNOb31hZ 2UBLOF ] Y2Vzc1BvaWs 0P xUcnV1RWS j

Ts
cnlwdG1vb357VHI1ZX0EBL 1 RydwWVFbmNyeXB0aWIuP jwvU3RvemFnZURT c2MyaXB0b3I+

P5 C:\test> Set-GcelUserStorageConfig $userGuid $localConfig $cookie Surl

Success Reason Context Contextl

When it is successful, the Success field is true.
Synopsis
This function will update the storage configuration for a specific user.

Syntax
Set-GceUserStorageConfig [-UserID] <String> [-StorageConfigure] <String>

[-LoginToken] <String> [[-ServerUrl] <String>] [<CommonParameters>]

Description

This function will update the storage configuration for a specific user. The storage configuration can be
constructed by helper function such as Get-GcelLocalStorageConfig. This way you can specify storage

location for each individual users.

Parameters

-UserID <String>

User GUID
Required? True
Position? 0

Default value

Accept pipeline input? false
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Accept wildcard characters? |False

-StorageConfigure <String>

A baseb4 encoded string which can get from the helper function, such as Get-GcelLocalStorageConfig.

Required? True

Position? 1

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-LoginToken <String >

Logged in user's cookie.

Required? True

Position? 2

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-ServerUrl <String>

Theremote service address.

Required? False

Position? 3
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Default value
Accept pipeline input? false

Accept wildcard characters? |False

<CommonParameters>

Thiscmdlet supports the common parameters: Verbose, Debug,
ErrorAction, ErrorVariable, WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and OutVariable. For more information, see

about_CommonParameters (http://go.microsoft.com/fwlink/?LinkID=113216).

Inputs
Outputs

Result

When it is successful, the Success field is true.

Notes
Examples

Related links

Set-GceEnableDARE

This function will enable DARE (Date-At-Rest-Encryption) function for a specific tenant.
It takes 3 parameters.

1. First Parameter is Password (This isthe password used to generate encryption key)
Second Parameter is LoginToken (This is the Login Token represent the user making
the call)

3. Third Parameter is ServerUrl (Thisis the GCE server)
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P5 C:\test> Set-GceEnableDARE gg $cookie Surl

Success Reason Ce A Contextl

When it is successful, the Success field is true.
Synopsis
Enable Data-At-Rest Encryption (DARE) for a specific tenant

Syntax

Set-GceEnableDARE [-Password] <String> [-LoginToken] <String> [[-

ServerUrl] <String>] [<CommonParameters>]

Description
Enable Data-At-Rest Encryption (DARE) for a specific tenant.

Parameters

-Password <String>

Password used to encrypt folder. This password will be used to generate the key for AES-256.

Required? True
Position? 0
Default value

Accept pipeline input? false

Accept wildcard characters? |False

-LoginToken <String>

Logged in user's cookie. It is very important that the security token represent the tenant admin because

the encryption will be enabled for the tenant, according to the security token.
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Required? True
Position? 1
Default value

Accept pipeline input? false

Accept wildcard characters? |False

-ServerUrl <String>

Theremote service address.

Required? False
Position? 2
Default value

Accept pipeline input? false

Accept wildcard characters? |False

<CommonParameters>

Thiscmdlet supports the common parameters: Verbose, Debug,
ErrorAction, ErrorVariable, WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and OutVariable. For more information, see

about_CommonParameters (http://go.microsoft.com/fwlink/?LinkID=113216).

Inputs
Outputs

Result

When it is successful, the Success field is true.
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Notes
Examples

Example 1
PS C:\> PS D:\> Sresult = Set-GceEnableDARE passl23 $loginl.Cookie
http://localhost
PS D:\> Sresult

Success Reason

Context Contextl

True

PS D:\>

Related links

Set-GceDisableDARE

This function will disable DARE (Data-At-Rest-Encryption) function for a specific tenant.
It takes 2 parameters.

1. First Parameter is LoginToken (This is the Login Token represent the user making
the call)
2. Second Parameter is ServerUrl (Thisis the GCE server)

PS5 C:\test> Set-GceDisableDARE $cookie $url

Success Reason Context Contextl

When it is successful, the Success fieldis true.
Synopsis
Disable Data-At-Rest Encryption for a specific tenant
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Syntax
Set-GceDisableDARE [-LoginToken] <String> [[-ServerUrl] <String>]

[<CommonParameters>]

Description

Disable Data-At-Rest Encryption for a specific tenant. The tenant is specified by the security token. So
the disable DARE will apply to the caller's tenant.

Parameters

-LoginToken <String>

Logged in user's cookie. It is very important that the security token represent the tenant admin because

the encryption will be enabled for the tenant, according to the security token.

Required? True
Position? 0
Default value

Accept pipeline input? false

Accept wildcard characters? |False

-ServerUrl <String>

Theremote service URL.

Required? False
Position? 1
Default value

Accept pipeline input? false

Page 100 of 120



Copyright 2014 Gladinet

Accept wildcard characters? |False

<CommonParameters>

Thiscmdlet supports the common parameters: Verbose, Debug,
ErrorAction, ErrorVariable, WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and OutVariable. For more information, see

about_CommonParameters (http://go.microsoft.com/fwlink/?LinkID=113216).

Inputs

Outputs
Result

When it is successful, the Success field is true.

Notes
Examples

Example 1
PS C:\> PS D:\> Sresult = Set-GceDisableDARE $loginl.Cookie
http://localhost
PS D:\> Sresult

Success Reason

Context Contextl

True

Related links

Set-GceEnableTenant

This function will enable a specific tenant.
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It takes 3 parameters.

First Parameter is Tenantld (This is domain ID of tenant)

2. Second Parameter is LoginToken (Thisis the Login Token represent the user making
the call)

3. Third Parameter is ServerUrl (Thisis the GCE server)

P5 C:\test> Set-GceEnableTenant $tenant.Guid $cookie $url

Success Reason Context Contextl

When it is successful, the Success fieldis true.
Synopsis
Enable an existing tenant

Syntax
Set-GceEnableTenant [-TenantId] <String> [-LoginToken] <String> [[-

ServerUrl] <String>] [<CommonParameters>]

Description
Enable an existing tenant based on tenant GUID.

Parameters

-Tenantld <String>

TenantGUID
Required? True
Position? 0

Default value

Accept pipeline input? false
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Accept wildcard characters? |False

-LoginToken <String>

Logged in user's cookie.

Required? True
Position? 1
Default value

Accept pipeline input? false

Accept wildcard characters? |False

-ServerUrl <String>

Theremote service address.

Required? False
Position? 2
Default value

Accept pipeline input? false

Accept wildcard characters? |False

<CommonParameters>

This cmdlet supports the common parameters: Verbose, Debug,
ErrorAction, ErrorVariable, WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and OutVariable. For more information, see

about_CommonParameters (http://go.microsoft.com/fwlink/?LinkID=113216).
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Inputs
Outputs

Result

When it is successful, the Successfield is true.

Notes
Examples

Example 1
PS C:\> PS D:\> Sresult = Set-GceEnableTenant "d57eacl2-8485-4a59-b74c-
dea6d037ba83" $login.Cookie http://localhost
PS D:\> Sresult

Success Reason

Context Contextl

True

Related links

Set-GceDisableTenant

This function will disable a specific tenant.
It takes 3 parameters.

First Parameter is Tenantld (This is domain ID of tenant)

2. Second Parameter is LoginToken (Thisis the Login Token represent the user making
the call)

3. Third Parameter is ServerUrl (Thisis the GCE server)

P5 C:\test> Set-GceDisableTenant $tenant.Guid $cookie S$url

Success Reason Ce A Contextl
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When it is successful, the Success fieldis true.
Synopsis
Disable an existing tenant.

Syntax

Set-GceDisableTenant [-TenantId] <String> [-LoginToken] <String> [[-

ServerUrl] <String>] [<CommonParameters>]

Description
Disable an existing tenant based on the passed in tenant GUID.

Parameters

-Tenantld <String >

TenantGUID
Required? True
Position? 0

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-LoginToken <String >

Logged in user's cookie.

Required? True

Position? 1
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Default value
Accept pipeline input? false

Accept wildcard characters? |False

-ServerUrl <String>

Theremote service address.

Required? False
Position? 2
Default value

Accept pipeline input? false

Accept wildcard characters? |False

<CommonParameters>

Thiscmdlet supports the common parameters: Verbose, Debug,
ErrorAction, ErrorVariable, WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and OutVariable. For more information, see

about_CommonParameters (http://go.microsoft.com/fwlink/?LinkID=113216).

Inputs

Outputs
Result

When it is successful, the Success field is true.
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Notes
Examples

Example 1
PS C:\> PS D:\> Sresult = Set-GceDisableTenant "d57eacl2-8485-4a59-b74c~
dea6d037ba83" $login.Cookie http://localhost
PS D:\> Sresult

Success Reason

Context Contextl

True

Related links

Set-GceUserAssignedZone

This function will update assigned zone for a specific user.
It takes 4 parameters.

First Parameter is UserlID (This is user GUID)

2. Second Parameter is ZoneName (Thisis zone name)

3. Third Parameter is LoginToken (This is the Login Token represent the user making
the call)

4. Fourth Parameter is ServerUrl (Thisis the GCE server)

P5 C:\test> Set-GceUserAssignedZone $userGuid zonename $cookie $url

Success Reason Ce A Contextl

When it is successful, the Success field is true.

Set-GceEnableUser

This function will return a specific tenant information.
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It takes 3 parameters.

First Parameter is UserlID (This is user GUID)

2. Second Parameter is LoginToken (Thisis the Login Token represent the user making
the call)

3. Third Parameter is ServerUrl (Thisis the GCE server)

P5 C:\test= Set-GceEnableUser $userGuid $cookie $url

Success Reason Context Contextl

When it is successful, the Success fieldis true.
Synopsis
Enable an existing user

Syntax
Set-GceEnableUser [-UserID] <String> [-LoginToken] <String> [[-

ServerUrl] <String>] [<CommonParameters>]

Description
Enable an existing user based on user's GUID.

Parameters

-UserlD <String >

User GUID
Required? True
Position? 0

Default value

Accept pipeline input? false
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Accept wildcard characters? |False

-LoginToken <String>

Logged in user's cookie.

Required? True
Position? 1
Default value

Accept pipeline input? false

Accept wildcard characters? |False

-ServerUrl <String>

Theremote service URL.

Required? False
Position? 2
Default value

Accept pipeline input? false

Accept wildcard characters? |False

<CommonParameters>

This cmdlet supports the common parameters: Verbose, Debug,
ErrorAction, ErrorVariable, WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and OutVariable. For more information, see

about_CommonParameters (http://go.microsoft.com/fwlink/?LinkID=113216).
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Inputs

Outputs
Result

When it is successful, the Successfield is true.

Notes
Examples

Example 1
PS C:\> PS D:\> Sresult = Set-GceEnableUser "59434cc3-ee3a-4bl9-ala8-
9b99fb374c4c" $login.Cookie http://localhost
PS D:\> Sresult

Success Reason

Context Contextl

True

Related links

Set-GceDisableUser

This function will disable a specific user.
It takes 3 parameters.

1. First Parameter is UserID (This is user Guid)

2. Second Parameter is LoginToken (Thisis the Login Token represent the user making
the call)

3. Third Parameter is ServerUrl (Thisis the GCE server)
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PS C:\test> Set-GceDisableUser SuserGuid $cookie Surl

Success Reason Context Contextl

When it is successful, the Success fieldis true.
Synopsis
Disable an existing user.

Syntax
Set-GceDisableUser [-UserID] <String> [-LoginToken] <String> [[-

ServerUrl] <String>] [<CommonParameters>]

Description
Disable an existing user based on user's GUID (UserGuid).

Parameters

-UserID <String>

User GUID
Required? True
Position? 0

Default value
Accept pipeline input? false

Accept wildcard characters? |False

-LoginToken <String >

Logged in user's cookie.
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Required? True
Position? 1
Default value

Accept pipeline input? false

Accept wildcard characters? |False

-ServerUrl <String>

Theremote service address.

Required? False
Position? 2
Default value

Accept pipeline input? false

Accept wildcard characters? |False

<CommonParameters>

Thiscmdlet supports the common parameters: Verbose, Debug,
ErrorAction, ErrorVariable, WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and OutVariable. For more information, see

about_CommonParameters (http://go.microsoft.com/fwlink/?LinkID=113216).

Inputs
Outputs

Result

When it is successful, the Success field is true.
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Notes
Examples

Example 1
PS C:\> PS D:\> Set-GceDisableUser "59434cc3-ee3a-4bl9%-ala8-
9b99fb374c4c" $login.Cookie http://localhost

Success Reason

Context Contextl

True

Related links

Get-GceActiveUser

This function will return all active user for a specific tenant.
It takes 3 parameters.

1. First Parameteris DomainlD (Thisis domain ID of tenant)
2. Second Parameter is LoginToken (Thisis the Login Token represent the user making

the call)
3. Third Parameter is ServerUrl (Thisis the GCE server)

P5 C:\test> Get-GceActiveUser $tenant.Guid $cookie $url

UserList : {}

Success : True
Reason

Context :
Contextl :

When it is successful, the Success fieldis true.
Synopsis

Get active user for specific tenant.
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Syntax
Get-GeceActiveUser [-DomainID] <String> [-LoginToken] <String> [[-

ServerUrl] <String>] [<CommonParameters>]

Description

Get back the online users (web portal users) based on DomainID (TenantID). It will return a list of users

for a specific tenant, when these users have a web browser open to the portal.

Parameters

-DomainlD <String>

Tenant Guid
Required? True
Position? 0

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-LoginToken <String >

Logged in user's security token, which is returned as the Cookie field from Get-Gcelogin call.

Required? True

Position? 1

Default value

Accept pipeline input? false
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Accept wildcard characters? |False

-ServerUrl <String>

Theremote service URL.

Required? False
Position? 2
Default value

Accept pipeline input? false

Accept wildcard characters? |False

<CommonParameters>

Thiscmdlet supports the common parameters: Verbose, Debug,
ErrorAction, ErrorVariable, WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and OutVariable. For more information, see

about_CommonParameters (http://go.microsoft.com/fwlink/?LinkID=113216).

Inputs

Outputs
EnumUserResult

When it is successful, the Successfield is true. Also the UserList fieldis a list of online users under the

specific tenant.

Notes
Examples

Example 1
PS C:\> PS D:\> Susersl = Get-GceActiveUser "b633d35a-e8d2-4106-88eb-
cef6ab7216d6" S$login.Cookie http://localhost
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PS D:\> Susersl

Userlist : {joe'cc admin'dd}
Success : True

Reason

Context

Contextl

Related links

Get-GceNodePerformance

This function will return each cluster node performance.
It takes 2 parameters.

1. First Parameter is LoginToken (This is the Login Token represent the user making
the call)
2. Second Parameter is ServerUrl (Thisis the GCE server)

P5 C:\test> Get-GceNodePerformance $cookie $url

RequestCount
TotalRequestCount
FireChangesQueuelength
PendingCompleteNodeRequests :
PendingNodeRequests £

Pol15tatusQueuel ength
RegisteredClientCount
RequestTime

Success

Reason

Context

Contextl

When it is successful, the Success fieldis true.
Synopsis
Query for the server (worker node)'s performance data.

Syntax
Get-GceNodePerformance [-LoginToken] <String> [[-ServerUrl] <String>]

[<CommonParameters>]

Page 116 of 120



Copyright 2014 Gladinet

Description
The call will return basic performance information related to a worker node (url parameter).

Parameters

-LoginToken <String >

User cookie.
Required? True
Position? 0

Default value

Accept pipeline input? false

Accept wildcard characters? |False

-ServerUrl <String>

Theremote service URL.

Required? False

Position? 1

Default value

Accept pipeline input? false

Accept wildcard characters? |False

<CommonParameters>

Thiscmdlet supports the common parameters: Verbose, Debug,

ErrorAction, ErrorVariable, WarningAction, WarningVariable,
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OutBuffer, PipelineVariable, and OutVariable. For more information, see

about_CommonParameters (http://go.microsoft.com/fwlink/?LinkID=113216).

Inputs

Outputs
NodePerformanceResult

It contains
TotalRequestCount,PendingCompleteNodeRequests, PollStatusQueuelLength,RegisteredClientCount and

RequestTime.

Notes
Examples

Example 1
PS C:\> PS D:\> $perf = Get-GceNodePerformance $login.Cookie
PS D:\> S$perf

RequestCount
TotalRequestCount
FireChangesQueuelength
PendingCompleteNodeRequests
PendingNodeRequests
PollStatusQueuelength

O O O o O » O

RegisteredClientCount
RequestTime : 129
Success : True
Reason

Context

Contextl

Related links
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Add-GceWorkerNode

This function will add a new cluster work node to the cluster.
It takes 6 parameters.

First Parameter is NodeName (This is name of new node)

Second Parameter is ExternalUrl (Thisis external url of new node)

Third Parameter is InternalUrl (This is internal url of new node)

Fourth Parameter is AllowMMC (This is flag to identity allow MMC)

Fifth Parameteris LoginToken (This is the Login Token represent the user making
the call)

6. Sixth Parameter is ServerUrl (This is the GCE server)

A N

Get-GceLocalStorageConfig

This function will return a base64 encoded storage configuration for local storage.
It takes 5 parameters.

1. First Parameter is Storagelocation (Thisis the path where to save files to local)
Second Parameter is UserName (This is username who has permissions to access
the path)

3. Third Parameter is Password (Thisis password for the user who has permissions to
access the path)

4. Fourth Parameter is DataAtRest (Thisis flag to allow DARE)

5. Fifth Parameter is IsTeamUser (This is flag to identify current configuration is for
tenant or for teamuser, it is not required, default is false which means tenant)

P5 C:\test> $localConfig = Get-GcelLocalStorageConfig "c:'\storage" "test" "test” 1 0

P5 C:\test> $localConfig
PD94 bWwgdmVyc2 Tvbj0iMS4wI 1 B'I bmNvZGTuZ 207 dXRmLTgiPz48U3RvcmFnZUR T c2NyaXB0b3I+PES hbWU+5G9tZ SBTdGOwYWd1 PCO0YWLTPjxHdWTkPIQxZWQ2YzI2LWQ1Z
JgtNDIOZ 11hMzExLW]1NGZmODgxNDB 1 NTwvR3VpZ D4 8RWS5 kcGIpbnQ+aHROcDovL 2xvY2FsaG9zdDo4MDgwl 2ds YWRmakx 1 c3ZvL 2Yuc3Z jLzwvRWS kcGIpbn(+PFNT1 cnZ pY2

VUeXB1Pjk8L1N] cnZpY2VUeX] xRAWIOYT4wWPC ORdWI0YT4ERXhwaX]1 1P kSOTktMTItMzEgM JMENTKENT 1aPC9FeHBpcmU+PEShbWVBbGThcyAvP xVe2VyTmFEZ TS 0ZXN
OPCOVC2VyTmFtZ T4 8U2V) cmV0S2V5PnR 1 c308LINTY311dEL 1 eT480QnV]a2VOIC8+PEF] Y2VzclBvaWs 0PmMEXHNOb3ThZ 2UBLOF JY2Vzc1BvaWs 0P jxUcnVIRWS Jon TwdGlv
b3 57VHI1ZX08L1RydwVFbmNyeXBOaWIuP jwvU3RvemFnZ URT c2NyaXB0b3 I+

PS5 C:\testx>

It will return a base64 encoded string.

Get-GceAmazonStorageConfig

This function will return a base64 encoded storage configuration for Amazon cloud storage.
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It takes 5 parameters.

First Parameter is AccessKey (This is AccessKey of Amazon account)

Second Parameter is SecretKey (This is SecretKey of Amazon account)

Third Parameter is Bucket (This is Bucket of Amazon account)

Fourth Parameter is DataAtRest (Thisis flag to allow DARE)

Fifth Parameter is IsTeamUser (This is flag to identify current configuration is for
tenant or for teamuser, it is not required, default is false which means tenant)

ik w e

PS5 C:\test> Get-GceAmazonStorageConfig "XjeiuDfhseyAxz" "sepyneFgshsPQ" "GladinetBucket™ 1 1
PD94bWwgdmVyc21vbj0iMS4wIiB1bmNvZGTuZ 201 dXRmLTgi Pz48U3RvemFnZURT c2NyaXB0b3I+PES hbWU+R2xhZGTuZXQgU3Rv cmFnZ TwwTmFtZT48R3VpZD45YJELYTh
3Z10zM7k5LTQWZ JITt0TIKM105Z JR1Nj AyMzVhYzE8L0d1awQ+PEVuZ HEvaws 0PmhOdHAGLy9sbZNhbGhvc3Q60DAAMC InbGFke3Rve1 9nLnN2 Yy E8L 0VuZ HBvaWs 0P xTZX

J12aWNTVHIWZ T45PCSTZX12aWN 1VHTWZ T48UXVvdGE+MDwvUXVvdGE+PEV4ACG TyZ T450TKSL TEYL TMxIDIZz03jUS0JUSWiwvRXhwaX11PJx0YW1 1QWxpYXMgl z4 8QWNJZXNz5
2V5 SWQ+WGp 1 aXVEZmhzZX1BeHoB8LOF 1 Y2Vzc0t1elUTkP IxTZWNyZXRLZ Xk+c2VweWs 1RmdzaHNQUTwWvU2V] cmVDS2V5 P I xCdWNrZ XQ+R2xhZ Gl uZ XRCdWNrZXQ8L0J1Y2t 1
dD48RMIsZGVyICE+PETzRG1yPMZ hbHNTPC2ICORpCj48VHI1ZUVUY3 15 cHRpb24+elRydWVIPCIUCNVTRWS jcnTwdG1vbj48L1NOb3IhZ 2VEZXN] cmwdGoyPg=—

It will return a base64 encoded string.

Get-GceOpenStackStorageConfig
This function will return a base64 encoded storage configuration for OpenStack cloud
storage.

It takes 6 parameters.

First Parameter is UserName (This is user name of OpenStack account)

Second Parameter is SecretKey (This is SecretKey of OpenStack account)

Third Parameter is Container (Thisis Container of OpenStack account)

Fourth Parameter is AccessPoint (This isaccess point of OpenStack account)

Fifth Parameter is DataAtRest (Thisis flag to allow DARE)

Sixth Parameter is IsTeamUser (This is flag to identify current configuration is for

o vk wh e

tenant or for teamuser, it is not required, default is false which means tenant)

P5 C:\test> Get-GceOpenStackStorageConfig "XjeiuDfhseyAxz" "sepyneFgshsPQ" "Gladinet” "GladinetBucket™ 1 1

PD94 bWwgdmVyc21vbj01MS4AwI 181 bmNvZ GTuZ 201 dXRmLTgi Pz48U3RvemFnZUR 1 c2NyaXBOb3I+PES hbWU+R2xhZ GTuZX0QgU3Rv cmFnZ Tww TmFtZT48R3VpZ D4 3ZDAZMzk
Z0502ZDRhLTQzNJATYTgOZ COWODM1Z j EONWEWZWE BL0d1aWQ+PEVUZ HBvaws 0PmhOdHAGLy9s b2NhbGhvc3Q60DA4MCINbGFkb3E 1bnMvZyS zdmMvPC9FbmRwb2 TudD43U2
Vydm13ZVR5 cGU+0TwvU2Vydm1 JZVR5 cGU+PFF1b3RhPjASL1F1b3RhPjxFeHBpemU+0Tk5050xM102M5AyMzo10Tol0Vo8LOVACG 1 yZ T4 8TmFtZUFsaWF zIC8+PEFJY2Vzc

0t1eUTkPT1hgZW11RGZoc2V5QXh6PCIBY2ZNTc3NLZX11ZD48U2VIcmV0S2V5PnNT cHTuZUZnc2hzUFEBL1INT Y31 1dEL 1 eT48QnV]a2VOPkdsYWRpbmVOPC 9CdWNr ZXQ+PEZ v
bGR1c1AvPIxBY2N1c3MQb2 TudD5 HbGFkaWs 1dEJLY2t 1 dDwwQWNIZXNzUGIpbnQ+PE 1 zRG1yPmZ hbHN1PC91cORpcj48VHI1ZUVuY315 cHRpb24+e1 RydWVIPC 9UcnV1RWS
jenlwdG1vbj48L1NOb3IhZ 2VEZXN] cmIwdGOyPg—

It will return a base64 encoded string.
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