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Overview of Gladinet Cloud Enterprise

Gladinet Cloud provides value-added services on top of cloud storage services or local storage services.
Cloud Storage services include those from OpenStack Swift, Amazon S3 and its compatibles, Google Cloud
Storage, HP Cloud Storage and many others. Local Storage Services include file server Storage (Network
Share and DFS share), SAN or NAS storage. Gladinet Cloud value-added services can be summarized as
Backup, Access, Sync and Share, Identity, Control and Collaboration (BASIC), which is also known as EFSS
(Enterprise File Sync and Share) solution.

Gladinet Cloud Enterprise is a cluster of web services built on top of the Microsoft Web Platform. It provides

the BASIC value-added services that facilitate online storage access for PCs, Macs, File Servers, Web
Browsers, and Mobile Devices.

The services can be deployed in flexible combinations to meet different needs. For example, you can deploy
it on premise as a private cloud; or you can deploy it off-premise in a data center, managed by your
managed service provider (MSP); or you can deploy it in Amazon EC2-like environment as virtual-private
deployment.

Gladinet Cloud Enterprise
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Please referencethe “Deployment Guide” and the “Installation Guide” to deploy and setup
Gladinet Cloud Enterprise. This guide is focused on the administration of Gladinet Cloud
Enterprise.

Administration Scope
There are two administration scopes.

Cluster Administrator

Cluster Administrator can manage cluster-wide functionalities, such as email setup, worker
node properties and etc. In the Deployment Guide, often the cluster administrator is
referred to as the master admin.
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Tenant Administrator

Tenant Administrator can manage tenant-wide functionalities, such as group policy. In the
Single-Enterprise package, there is only one single tenant so the administrator manages
both cluster administration and tenant administration. In the multiple-tenant Service-
Provider package, each tenant administrator will be responsible for the tenant’s
administration scope.

NOTE: All the administration work are performed over web portal inside a web browser.
For web browser to perform administrative work in web portal, we recommend Google
Chrome first, followed by Firefox, Internet Explorer, Safari and Opera.

Cluster Manager

If you are the default cluster administrator, after you login, you will be directed to the
cluster manager web portal page. If you have the Enterprise option instead of the Service
Provider option, the firstlogin may direct you to the default files and folders view.

If you are at the filesand folders view of the web portal, you can also elevate twice to the
cluster manager web portal. First step is to go to the “Management Console” first,

% joe'ccadmin'dd (joe@gladinetcom) ¥

#, |Engiish v
- ; P
f:ﬂ IManagement Console
=== e = Management Console
\ [‘:;l o/ Feedback !
— -
_ ] Al (%] Migration Wizards
Last Modil &)
Mon.. gufll Atachyou i’j L& _ |
13d... (868.5 MB Used)
=]
M L,:"\‘S‘iﬁ 5T oy 1
Jon.... P y% Change Password Q Logout
memoersSTou TaT gassIgiT Iear T emnuers, Wil TedWwine

- s

and after that, click on the “Cluster Management” to goto “Cluster Manager”.
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Cluster Manager Web Portal
Cluster Manger is web based management tool for the whole cluster. It is organized into

tabs. These tabs include “Tenants Manager”, “Cluster Admin”, “Cluster Branding” and so
on.

Tenant Manager

For the Enterprise Package, the “Tenants Manager” tabwill be hidden since it is one-tenant
only. For the Service Provider Package, the “Tenant Manager” tab is the default view for
the “Cluster Manager Web Portal”.

e =] - |
J @ tey bove-oestcco x (e Omejosdeibccs = L
« - Cc o=
¥ Do you want Goagle Creome 10 sava your password? | Save password | | Never for ths site | .
9 Jerry Drive W Feetichuies Wcaivit Cluster ¥ COLECLULROCYSALDPLRT XD TKHEGCIEWLXKIAISLIN ODFC OB Y22k
Tenants Manager [N — Email Service Cluster Server Farm | Cluster lnfo | Repod
? Securty Uses Line 283 User Line Used 283 *
All Tenants Bearch
116l 11 tamares faumet A Tanim wAR IO AROE Sypec) o
Full Nae  Emadl Expirati  Storage Storage Used User Pl Users  Organis  Active Portal

1 joe'c ped Uréim Local 853 5 33 3 gladinet Qoen BERNTI

2 Jim ma G S35 Obytes 12 1 Boloco S8

3 adam adam 10068 Local Otytes 3 1 abc v BRERTIY

4 cad cadm 100GH  Local Obytes 3 1 addd - RENTISH

5 test admi 10068 Lecal Obytes 10 1 testi1g  « BREXRTIS
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11 joea  ped 107TB S35t Dbytes 2 1 ¢ RERTISH
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Cluster Admin

Cluster Admin tab is to change the properties of the default administrator and also to add
additional people to be the cluster administrators.

Y |

C | [ localhost/management/ClusterMgr.aspx 97 =

(" Jerry Drive - joeBi#3%ccar % \‘\ (" Jerry Drive - joeB#3%:cca % M

e -

OJETW Drive I Ciuster (d: ¢/0I2ECL/JU20QVSACDPLIRT +KOTKHSGOWwOWLXIQAISZIWhgODFCve

Cluster Admin Cluster Branding Cluster Server Farm l

& Default Administrator

Reset Default Apolication Settings

Jjoe'cc admin'dd Edit

Jjoe@gladinet.com Edit Reset Password

Additional Cluster Administrators (add other users to administrators){email 1 ;email2):

Apply

Cluster Branding
Cluster Branding is for changing the logo, bitmaps and other branding related information.
There are two branding supports. One is self-service built-in branding, which is completely
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controlled by the “Cluster Branding” settings on the “Cluster Manager”. The other is full-
branding service. Both rely on the “Cluster Branding” to change the look-and-feel of the
web portal. Built-in branding will work with white-label clients, which upon the first
connection to the cluster, will download the branding related information and use the
branding related information. As compared to full-branding service, the full branding
clients will have artworks, logo bitmaps and related information burned into the client
binaries.

Product Name

OJE"Y Drive i U Ciuster Id: c/012EcL/JU20QVSACDPLIRY-

m

o Product Name: Jerry Drive
=

@

o What you want to call the product.

|
Web-Ul Theme itakes effect after next login): —
H || Dan't allow user change theme

Application Icon Url

The best way to get icons to work is by putting the icon files on the same server and
reference the icons via relative link. For example, you can create a sub folder under the
Install Folder of the Gladinet Cloud Enterprise, such as under root\imagetest folder.

«  locathost/man ygement/ClusterMgraspx

e
:_. Je[[y Drive U (hor Evaluntos - Uniicensed)

Custer i colZEcL/AIZRQAVSACOPLAR T « kD T RHSGowwB LOQAISZIWhgOODFCwe b5 Y Zvoiia

cumar e [
Apphcavion lcon Url (32x32) Amapetest/appicon png /

PNG fermat recommandad. Used by aets portel (The link must be accessible from the Emerprise Edition or Service Provider Edition Web Server),
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Logo Url & Login Page Left Image
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i e Pomsetes Fdrvam Mol Vel

The branding of the icons and images require the icons and images with the same
width/height as specified or same aspect ratio if the resolution is higher.

The rest of the branding entries are self-explanatory.

Email Service
There are many places inthe Gladinet Cloud Enterprise that need to contact the users via
email. So the “Email Service” tab is used to set up the email account used for contacting
users via email.

Most of the time, your email service requires user name and password to send out-going
email via SMTP. If your email service doesn’t require user name or password, you can put
dummy email and password there.
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@ Jerry Drive - joeBi#3%ccar % X (@ Jerry Drive - joeB#3%:ccar % '\,

e -

C' | [3 localhost/management/ClusterMgr.aspx i

"4 Jerry Drive el Ciuster (- c/0I2EcL/JU20QVSACDPLIRT +kOTKHSGowmowL XIQAISZWhgODFCve

Cluster Admin Cluster Branding Email Service Cluster Server Farm l

Configure SMTP (EMail) Service

[ use my own smtp server to send email

If "Use my own SMTP server to send email” is checked, system will use the SMTF information below to send various emails.
SMTP Server Address( [ ) Use S5L):

SMTP Server Port:

Authenticate User:

Password:

Re-enter:

From Field (Email, leave blank if you want to use the default):

Apply

<

Cluster Server Farm
Cluster Server Farm has two types of nodes, one is “Worker Node” and the other is “Web
Nodes”. Please reference “Deployment Guide” and “Installation Guide” for definition of

these two types of nodes.
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Always force S5L on Login

When checked, users visiting the login page through external DNS name will be redirected to 55L (HTTPS) if the connection comes

in over HTTP. After login, the worker node's external URL will be used to communicate with the client.

Ina production environment, almost 100% of the time you will need to check “Always force
SSL on Login”. When this is checked and the Gladinet Cloud Enterprise detects incoming
connection is HTTP, it will do a redirect to HTTPS. If you turn on SSL, you will need to setup
SSL certificate first.

However, if you have SSL-offload, such as that the SSL is offloaded to a hardware appliance,
and after that, the incoming connection is HTTP between the hardware appliance and the
Gladinet Cloud Enterprise. In this SSL-offload case, you will NOT check “Always force SSL

on Login” because it will create infinite redirect loop because the incoming connection is
always HTTP as far as Gladinet Cloud Enterprise is concerned.

Always force 55L for Native Clients

When checked, the native client will always access the cluster using https.

Ina production environment, almost 100% of the time you will need to check “Always force
SSL for Native Clients”. Especiallyinthe case of SSL-Offload, you MUST check “Always force
SSL for Native Clients”. Otherwise, the Gladinet Cloud Enterprise may think that the
incoming connection is HTTP so it will continue to encourage the native clients (such as
Windows client) to use HTTP instead of using HTTPS.

Disable worker-node load balancing (Use this setting when load balancing has already been implemented (eg. at the DNS level). All

user interaction will stay at the same incoming worker-node.)

® Per-tenant loadbalancing: Always load balance users from the same tenant to the same node. This works best if you have

many tenants.

£ Per-user loadbalancing: Load balance users to different nodes regardless of tenant membership. This works best if you have

a few large tenants.

When you have your own load balancer, you will disable worker-node load balancing.
Gladinet Cloud Enterprise has built-in node-affinity load balancing, which can be per-
tenant or per-user. When you have your own load balancer, you may have session-affinity
or just simple round-robin, either one is fine.
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Worker Node Properties
w
g
©°
o
=
=
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=
g
E
o Edit Worker Node (%)

Node Name (Computer Name)@’

jerryhp9

External URL (https://mydomain.com)@/‘

®
@
o
o
=
o
@
=
-
2
7]
=
(6]

http://jerryhp9

Internal URL (https:/lmydomain.com)@

http://jerryhp9

—Disable management funcationality on this node

_ Apply |

You may need to modify worker node properties when you setup the SSL and the DNS
name for the cluster.

The Node Name needs to match the worker node’s hostname.

The External URL needs to match the worker node’s external URL. In a production
environment, this typicallyis in an https:// format with the node’s DNS name.

The Internal URL is the node’s internal URL, typically in the form of http://local-ip-address
format.

Disable management functionality — You can create an internal facing worker node (that
doesn’t have an external URL) and only allow management functionality on this worker
node. This is a security feature.

Worker Node Health
You can use the Cluster Info tab to check out the worker node health.
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Last Reported — You want to see this field has small numbers such as 6 seconds, 10 seconds.
If you see sometime like 3 hours ago, that means the node is not reporting the health.

Total Requests Processed — You want to see this number as big as possible. This number is
accumulative since the service was last re-started. So the bigger the number, the more
stable the service is.

Request Executing — You want to see this number as small as possible. This mean the
number of requests that are concurrently executing in the server. In general the number
smaller than 100 is normal. Bigger than 100 is abnormal.

Last Request Time — You want to see this number as small as possible. This means the
number of milliseconds for the lastrequest. In general, numbers smaller than 3000 or 5000
are normal, which translates to below 3-5 seconds.

Pending Change Notification — For the files and folders that are changed, there is change
notification written to database. In general, you want to see pending queue as short as
possible.

Active Node Request — This are the clients out there contacting the server. Usually it is just
for the reporting purpose.

Pending Change Polling — This is the clients out there polling to see whether there are files
and folders that are changed. Usually the smaller the better.

Active Clients — For reporting purpose.

NOTE: If you don’t see the node performance report, check the InternalURL setting of each
worker node.

Client Auto Update

For Windows Client and Windows Server Client, there is auto client update feature. Each
upgrade package contains the updated clients. By clicking on a button, the newer package
can be published to clients out there.
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Cluster Settings
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Cluster Settings

15

pe—

Hide Login Failure Message — When checked, the login failed message will be replaced by

a very generic “Login Failed” message. When un-checked, it may return more meaningful

login error, such as user-not-found, authentication-error and so on.

Web Browser Session Time Out— When the web browser client is idle for certain amount

of time, you want to time out the web session.

Branding Id — This setting only apply to full-branding clients. For the full-branding client, it

is possible to lock the full-branding clients to only connect to the branded Gladinet Cloud
Enterprise server. When set, it will lock out the white-label clients or other non-branding

clients and will not allow them to connect.

Page 14 of 34



Copyright 2014 Gladinet

Tenant Manager

Tenant manager scope is defined for tenant administrator. For a multi-tenant Gladinet
Cloud Enterprise system, each tenant has an administrator. For a single-enterprise
Gladinet Cloud Enterprise system, the default cluster administrator is also the tenant

administrator.
Tenant Manager is completely web-based.

You will access the tenant manager by clicking on the “Management Console”.

3) joe’cc admin'dd (joe@agladinetcom) ¥

#, |English
m Management Console “

E/ Feedback

v

¥ Wigration Wizards

A& O

(868.5 MB Used)

I :v\' T

\.(*"5"— a ‘; ]

Afoam o 3% Change Password Q Logout
Dashboard

Upon entering the Management Console, you will see the dashboard.
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=% Jetry Drive [ T r—— I paskisosro I cLuster manacer () Looout | W say Fies
i Collaboration
> ‘ Welcome!
g User Managet
w Sroup Policy Users Total Number of Files Total File Size(GB)
3 Tenant Administiators
33 0 0
-}.l‘i Advanced
&' (il
Team Folders Shared Objects File Servar Agents
5 4 0
il Tl o &= Tl
Collaboration

Collaboration has three tabs — Team Folder, Shared Objects and Storage Manager

g Team Folders . Shared Objects | | 'LI-': Storage Manager

'3' Collaboration

5 Published (Team) Folder(s) All Team |
% User Manager
Team Folder
s Group Policy Share Name Location
1 Homa? Hnmea?

Team Folder — The team folder concept is like a network share, meaning you can define a
folder and then add users and groups to the team folder. The team folder will show up in
the user’s folder list when the user is added to the team folder.

Shared Objects — Shared Objects are shared folders and shared files from user to user. It is
like peer to peer sharing and the shared items are not limited to files, it can be files and

folders.
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4 Shared Obpecsis) All Shatres

Shared Objects

Shared Object Path

&i User Manager

@ Group Policy

Q 1 abe
Tenant Admunistrators
@ Jeha "o 7 myfolder (WIN-TJEIEQOANET)

_p 3 aortacioud_apl_doc.pdf
111 Advancad

" 8§ 8 %
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Storage Manager — You can mount different storage services into a single namespace. For
example, if you have multiple Amazon S3 buckets, you can mount them all in. If you have
multiple OpenStack Swift accounts, you can mount them all in as well.

E 1§ o

ach Cloud Stocags Anach Local Stor Refresh
3 Asached Sisrape Anach Cloud Stocage Artach Local Storage  Refresh
~ _
Storage Name {Root Folder Name) Provider Type
3 1 I Local Storage Defaut Storage =
2 openstack Open Stack Attached Storage 2 @ .
il 3 HP Steve Open Stack with KeyStone Atached Stocage & 5 »

Storage Manager Properties - Local Storage.

“Always access the storage using logon user identity” — When you have Active Directory
Integration, and mount an existing file server network share in, you can select to “Always
access the storage using logon user identity” so the ACL on the file server share will be
used natively.

“The shareis from a Linux/Unix/ZFS server” — Most of the time, you don’t want to check
this flag because your file server share shall behave like a normal Windows Server share,
even if it doesn’t come from Windows Server. In some small SOHO network storage devices,
it may only allow one connection from one IP address, so if that is the case, you want to
check this flag. Most of the time, you just don’t need to check this when the network share
is capable of taking multiple connections/sessions from one single machine.
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“This shareis a DFS share” — If the share is a DFS share, you will check this checkbox,
because DFS share has an extra layer of translation to translate back down to normal file

server shares.

AT

Edit Local Storage (%]

Local Storage Location (C:\myfolder or |\ myfileserver! myshare):

esimyfolder
User Mame (for local storage access):
jerry

Password (for local storage access):

UAlwa?s access the storage using logon user identity

[ | The share is from a Linux i Unix / ZF5 Server

[/ The share is a DFS share

The specified user will be used to verify the storage and will also be used to access the
storage for the admin account. when above checkbox is checked, the storage will always
be accessed using team-user's Active Directory identity when the storage i1s published

as a team folder. Non-Active Directory user will access using the specified user account.

Apply Cancel

Storage Manager - Cloud Storage Property

Besides local storage, you can also mount cloud storage into the system. If you have
Amazon S3, or Amazon S3 compatible storage service, or if you have OpenStack or
OpenStack Swift compatible storage, you can connect it into the system. You can see the
full list of storage services supported, including SoftLayer Object Storage, Google Cloud
Storage, Microsoft Azure storage and more.
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| T [ T G S
Attach Cloud Storage [}

Attach Third Party Cloud Storage Account

Name Your S5torage Account:

This will be the name of the folder that is associated with your storage account.

Select Storage Service Provider:

Google Cloud Storage v

Next

User Manager
User manager has four tabs — User Manager, Guest User Manager, Group Manager and
Role Manager.

.
- Jerry Drive {For Evattuation. nficensed) i DASHBOARD EF cLuster manacer O Locour

P oo | s | o |

33 of 33 users found Export Users Refresh

’
.

Full Emi Typ Storage Usage Force Versioned Full Drive Sync Last Login Act

o~ 1 i 1 86851 MB False False 92/2014 10:10.59 AM

Page 19 of 34



Copyright 2014 Gladinet

Regular User Manager

The first tab is the Regular User Manager. These are the users that have full privilege of
home directory, sharing and other features. If you have Active Directory, normally these
are the users inthe Active Directory.

Guest User Manager

Guest users are users that don’t have a home directory. The only folder they have is “Files
Shared with Me”. So they rely on other “Regular User” sharing files and folders with them
before they can do anything. If nobody is sharing anything with a guest user, the guest user
doesn’t have any read/write permission to any folder.

Group Manager

When you have Active Directory integration, you will leverage Active Directory group
instead. This group manager is to create group of users in a simple way. It is not as
complicated as Active Directory (such as supporting nested groups) but make it easy for
non-Active Directory users.

Role Manager

Role Manager is a new feature as of this writing. The goal is to provide role based
administration. For example, you may want to provide read-only permissions to some
users. We will update this writing for this new feature soon.
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Group Policy

Z Jerry Drive &5 (For Evaluation- Unlicensed) i DASHBOARD cLusTER MaNAGER O LocouT | IS m
Security Client Control Retention Policy Password Policy n
&
Security ()

£ -

[#! Allow users to attach external cloud storage

This setting will not take effect until the next user login.

[ Disable versioned folder
& When set, versioned folder features will be hidden.

¥/ Allow creating guest user
’i"&? ) Enable distribution group detection in file /folder sharing user interface

¥ Disable the ability for team users to share home directory content with external users.

When set, sharing can be enabled/disabled per-user.

[ Users must login to access shared files /folders

When set, users must login to access received shares from their "Files shared with me” folder.

[ Dont append '(Team Folder)' to published folders.

When NOT set, "(Team Folder)' will be automatically appended for team users.

¥ Show 'Security’ Option.

When set, normal user permissions can be granted to manage certain tenant functions.

) Access management related pages from Intranet Only

When set, management related pages can only be accessed from a set of defined intranet addresses.

[ File upload and download must go through worker node

When this option is enabled, uploading files and downloading files will always go through worker node. -

Apply

Group Policy -Security

“Allow users to attach external cloud storage” — when checked, you will allow users to see
storage manager and allow them to attach external storage such astheir own Amazon S3
bucket into the system.

“Disable Versioned folder” — Normally you will NOT disable versioned folder. Because
versioned folder is the supporting feature for “Two-way sync locally attached folder”. If
you disable versioned folder, you will lose the two-way synchronization folder feature as

well.
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“Allow creating guest user” — When checked, you will allow creating of guest user when
user do the peer-to-peer sharing. When disabled, the file/folder sharing is limited to
regular users only.

“Enable distribution group detection in file/folder sharing user interface” — With active
directory integration, sometimes you want to share files and folders with a distribution
group. This feature allows detection of distribution group and expand the group so the
sharing will be done with the users in the group, instead of using the group as a single user.

“Disable the ability for team users to share home directory content with external users” —
This feature disables the ability for regular user to share home directory contents for
security reasons.

“User must loginto access shared files/folders” — When sharing filesand folders with users,
you can force the sharing to create guest accounts for users that are not already in the
system. It is more secure when asking the receiver of the share to signin to receive shared
items.

“Don’t append (Team Folder) to published folders” — A team folder by default, when
showing up in a user’s folder list, it will have (Team Folder) appended to the end of the
folder name to signify it is a team folder. This feature allows a team folder showing up as
itis without the (Team Folder) suffix. The use case isthat when a network share is mounted
and then turned into a team folder, since the users are already familiar with the network
shareinits original name, soitis not necessary to append (team folder) to the folder name.
You shouldn’t change this setting in the middle of operation because if users have pending
upload/download, changing the name could cause those tasks to fail.

“Show ‘Security’ Options” — The security option is for delegated administrators. Each
management scope such as team folder, storage manager may be protected by a “security”
option. By default, only tenant administrators can access these administration pages. But
if you want to expose the management scope to more users, you can expose the ‘security’
option to define more users for only “Team Folder’ or only for “Storage Manager” and etc.

“Access management related pages from Intranet Only” —Intranet is defined as 10.x.x.x or
192.168.x.x kind of IP addresses. Usually you can achieve the same functionality by disable
the management functionality on external facing worker nodes but enable that for an
internal facing worker node. But if your intranet meets certain IP address criteria, you can
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use this setting to achieve that goal too. It is a security feature to limit the management
scope to intranet only.

“File upload and download must go through worker node” — For Amazon S3 type of cloud
storage/object storage, it is recommend NOT to force file upload and download going
through worker nodes, because Amazon S3 is good for offload the upload/download to
between the access clients and the backend Amazon S3 storage. However, for OpenStack
Swift storage, depending on how it is setup, you may want to turn this on to force File
Upload/Download going through worker node for security reason.

“Disable User’s home directory” — For some organization, they want all users work inside
team folder. These organization doesn’t want users to have home directory — perceived to
have personal documents. This feature can disable the user’s home directory.

“Show User listin sharing dialog” — This is a convenience feature, if you want to have user
list in the sharing dialog so it is easier to share without typing. However, it may be
conceived as a security issue since user’s emails are showing up.

“Only allow sending shares to the specified domain” — You can further limit the sharing to
some domain instead of random email. For example, if your primary collaboration target
is with ACME corporation and you can limit the sharing to your domain and also ACME
domain.

“Don’t create a guest user account if the recipientis from the following domain” — If guest
account is not created, these sharing will be with email address only.
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Group Policy - Client Control

Security Client Control Retention Policy Password Policy l

Windows Client/Server Agent/Web Client Settings (]

8 -

The following settings will apply to all clients (Desktop Client/File Server Client).

¥ Enable distributed locking when accessing files

When set, the file will be locked when accessed to prevent multiple users editing the same file at the same time. This may not take effect
& if the application used to access the file does not support locking.

[ Lack file exclusively

A e When set, the locked file will be locked exclusively. When not set, other users opening a locked file will be notified about the lock
k 1 1' status, but can still open the file.

] Delay sync until file is unlocked

When set, the sync of a modified file will be delayed until the file is unlocked (the editing process exits).

Apply lock only to the following processes (lower case]::|winw0rd.exe:excel.exe:powerpnt.exe: |

Apply lock only to the following Mac process (lower case]:|microsoﬂ word:microsoft excel-microsoft powerpuint:textedit|

|| Disable backup/attach local folder from client device

When set, the functionality to backup or attach local folders will be disabled on client devices. is disabled

[ Disable folder download from web client

When set, the functionality to download a folder as a zip file will be disabled on web clients. is disabled

["I Hide 'Files shared with me' falder

When set, the folder 'Files shared with me' will be hidden.

¥ Create a shortcut in the documents library

Apply

“Enable Distributed locking when accessing files” —In Gladinet, there are two ways to lock
files, one is manually by right click on a file and do “Check out”. The other way is automatic
based on certain binary executables. For example, you can see Microsoft Office executable
files like winword.exe and so on.

“Lock file exclusively” —When set, the other user won’t be able to open the file for edit.

“Delay sync until file is unlocked” — It is recommended to check this setting. Most users
have habit to save filesin the middle of editing. You don’t want these edit to go every time
to the cloud. You want to do a save to the cloud at the end like a grand finale. So you can
delay sync until file is unlocked.
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“Disable backup/attach local folder from client device” — Attached Local Folders are two-
way synchronization folders. In order to do version backup and two-way synchronization,
there are multiple folder structures created in the backend storage. Some organization
doesn’t need this feature and want the users to work exclusively with the cloud drive.

“Disable folder download from web client” —The folder download from web client will zip
up the folder and download it. It is CPU intensive so if you don’t want it to be consuming
too much CPU, you can disable it.

“Hide ‘Files shared with me’ folder” — Some organization wants users to work exclusively
inside a team folder, without home directory and without the peer-to-peer sharing folder.

“Create a shortcut in the documents library” — This is a convenience feature to add a link
to documents library to the cloud drive.

“Create shortcut on desktop” — Same as above but the shortcut is on the desktop.
“Disable Search” — If you don’t need the search by file name feature, you can disable it.

“Enable Tabbed-Browsing in User Manager” — When enabled, the user manager will order
users by their last name so if you have many users, you have an easy to access way to find
the users.

“Hide Settings in Windows Client Management Console” — The Settings in the Windows
client may be viewed as “too much information for normal user”. If that is the case, you
can disable that.

“Don’t show top help panel in web portal” — In the web portal for new users, it may show
a help panel about where to download client and those kind of information. The panel may
be viewed as clunky for experienced user so it is possible to hide it by group policy.

“Allow attaching folder in proxy mode” — proxy mode is a mode that the local folders are
not actually going to the cloud, but instead, the access are proxy back to the local folder.
It is not a usual mode of operation so if you need it, you can enable it.

“Disable Windows client in-place upload” —Normally you don’t want to disable it.

“Disable Auto-Login next time” — When you want the user to type in username/password
each time they login to the Windows client, you can disable auto-login.

“Disable drag & drop handler” — Normally you will not disable it.
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“Enable snapshot backup for server agent” — It is a feature related to server agent on
Windows 2003-2012 servers.

“Files with the following extensions will be excluded from uploading” —You can stop certain
file types from being uploaded. For example .pst file. These are local outlook email file,
which is not necessary to put to cloud storage because usually it is backed up by exchange
server.

“In-place editing/Previewis disabled for files with following extension” —Windows Explorer
has a habit to peek into large files to generate thumbnail and present other information. It
may not be a good fit for cloud drive files because each peek will generate a download
from cloud.

Retention Policy

Retention Policy

i |

P

8,

Keep Last n versions of each file in the versioned folder. 0

0 - Let system decide and apply to 'attached local folders'

& 80

Keep deleted files in versioned folder for n days.

0 - Don't purge deleted files

Keep file change log for n days. |90

0 - don't purge file change log

The cloud monitoring service on the Gladinet Cloud Enterprise system will be responsible
for the retention policy

“Keep Last n version s of each file in the versioned folder” — You can decide how many
versions of filesto keep in the version folder.
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“Keep deleted files in versioned folder for n days” —When a fileis deleted in the version
folder, itis not actually deleted. It will be kept for several days defined here.

“Keep file change log for n days” — file change log is the biggest database table and could
be growing without trimming. You can decide how often you want to trim the table.
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“Default Storage quota” — This policy will not affect existing user and their quota. It can
affect newly created user for the default storage quota.

“Create default folders” — When the new user account is provisioned, the default root
folder is empty. “Create default documents and pictures folder” will make the root folder
look less empty and more user friendly. Itis kind of like a hint for how to organize files and
folders in the cloud.

User’s File and Folder List
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An admin can view a user’s file and folder list using the eye icon for the user in
Management Console\User Manager.

Password Policy

Client Control Retention Policy

Password Policy for Non-AD Users (—]

Lﬁ- Collaboration

a User Manager

[ Enforce password policy for non AD users

! Group Policy

& Tenant Administrators

You can enforce password policy for users in the system.

Client Settings Manager Policy

Control i Retention Policy Home Directory Password Policy Access Policy Clisnt Settings Manager I
Client Settings Manager
The tob 9 apply ta Wind dients (Wendows Client and Windows Server Agent), and will take precedence cver the chent-ude semngs
Mde Large File Download Tracker (Right-bottom popup progress window when downloading large file)

— Emable Throstle Sy

& When et the followng semng wik apply

'l"" Sync Thremled Upload Eandwedth (K8 5, DL & 0
Syrc Throttled Downlond Bandwidth (K3 s, O0-Unl di- 0
Full Spewd Symc S1op Hour (default 7 00) 7
Full Speed Syme Stast Howr [defaui 20 00) 20

Enable mplace Dgen 2ip File Max Size of Zip File Allvmed to Open place (ME) 20

Cloud Drwve Label Jerry Drive Dive
Drive Letter M v
Cache Size Limit {MB} 0

Enable chunk upload when file 50
size larger than (ME)

Chunk file in the unit of IMS) 50
Downioad Banduwsdth L (X8 s, O«~Unkmized). |)
Upload Bandwidth Limit (KB s, O-Unlimied) |0

Bandwideh Control
Number of Downlsad Threads 5

Page 28 of 34



Copyright 2014 Gladinet

You can define server side setting that override the client side of the settings. When the
settings are set inthe server side, the client side of the settings will lose precedence to the

server side settings.

Tenant Administrators
You can define a group of administrators here.
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Advanced Information

Active Directory Settings

Active Directory Setimgs Banding | My Devices Auga Trace Flie Tnange Logging | Chent Device Manager
=
5
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“Enable Active Directory Integration” — You will check this when you want to integration
with Active Directory.

“Domain Controller Address” — The domain controller’s address, typically in the form of
DNS name.

“User Name” — This is recommended to be a service account (password never expire,
account never disable” so the user will be able to query LDAP for users and authenticate
users on the login user’s behave.

“Password” — This is the password for the service account.

“Friendly Domain Name” — This is typically the domain name you see in the Microsoft
Domain and User tool. It needs to be exact match of the domain name. Otherwise, you will
see error message about “referral is required” , which translates to the domain controller
didn’t match the domain name and need to refer you to somewhere else for another

domain name.
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“Only Include users in Organization Unit” — when you type in the organization unit, you
don’t need to type the domain part any more. It just need the Organization Unit part of
the string. This is allowed for only single Organization Unit specified in its
distinguishedName format without the domain suffix.

“Allow Switching to Global Catalog” — For some organization that has multiple domain,
sometimes there is a Global Catalog that stores everything inside. This may be required if
you have such situation.

“Disable Nested Group” —Normally you will disable this if you have many groups. That may
slow down the look up.

“This isthe root of the AD forest and contains multiple sub-domains” —we support multiple
domains in the same AD forest. You will need to point to the root of the AD and itis capable
of finding all the sub-domains.

“Don’t allow user auto-creation” — By default, the Enterprise package is capable of creating
users upon first login into the web portal. However, for big enterprise, they may want to
control the pace of adding users to the system so they will disable this feature.

“Publish user’s home drive” — In the user’s Active Directory profile, there is a setting about
home directory. The same home directory setting can be used to map user’s active
directory home directory in to the cloud drive’s home directory.

Audit Trace

Audit trace contains the management events, such as login success, login fail , shared a
folder and etc.

l Audit Trace File Change Logging Client Device Manager

(&
%

Action Trace Time User Email Full Name

g
m
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File Change Log
File change log is capable of search for user’s file change history. It is most useful when

helping user troubleshoot issues. For example, you can point to the file change log and say,
you deleted this file on this day.

Im Audit Trace File Change Logging Client Device Manager

(S8

2
_g
& Action Trace Time User Email Full Name

Client Device Manager
This feature is used to control BYOD. For some organization, they want to control who can

bring what device into the system. This is the tool to control that and allow/disallow on a
device by device basis.

Im Audit Trace File Change Logging Client Device Manager

(&

2
=
& Action Trace Time User Email Full Name
My Devices

It is similar to Client Device Manager. It is looking at user’s devices from a different
perspective.

Page 32 of 34



Copyright 2014 Gladinet

| Active Directory Settings | Branding My Devices Audit Trace Flle Change Logging Cliont Device '

2,

0O devce(s) found Flafensh

Device Name Device Type Command Interface ' Software Version Status

2
&8

Storage Location Migration

There are two types of storage migrations.
1. Migrate data to a different location in the same type of storage using the steps
below:
a. ldentify the location of the current storage
b. Copy the content to the new location (for example, you can use xcopy *.* from
the old location to the new location
c. Loginto web portal as master admin.
d. Launch Management Console\Collaboration\Storage Manager and click on edit
to point to the new location
2. Migrate data to a different type of storage using the steps below:
a. Goto the registry using regedit
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b. Go to HKLM\SOFTWARE\Gladinet\Enterprise\ and add a new string value called
‘CanChangeDefaultStorage’ and set the value to “True’ and reboot

c. Edit the storage type using new icon to edit storage under Cluster
Manager\Tenant Manager

Note: It is not recommended to modify registry settings. Take a backup of the registry
before modifying any registry settings.
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